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1) Executive summary

The Missouri Health Information Organization (MHIO) is pleased to launch a process to select a Technical Services Partner that can help us realize our vision for health information exchange throughout Missouri and between Missouri and the Nationwide Health Information Network. The successful Technical Services Partner will work closely with MHIO to provide the technical services to execute on the plan identified through Missouri’s multi-stakeholder collaborative planning process.

The objectives of our efforts are to:

· Support providers’ ability to satisfy Meaningful Use criteria (step wise through all phases)

· Lay the basis for robust clinical exchange of information between all stakeholders in Missouri to improve patient care

· Ensure the capability to enable connectivity with a Nationwide Health Information Network (NHIN) gateway or NHIN Direct

This request for proposal (RFP) is the first step in a process that is designed to select a highly qualified Technical Services Partner. The process includes the following steps:

· Written proposals:  Interested Technical Services Partners are invited to submit a written response to this RFP to be considered for selection. Written proposals will be evaluated and scored to compile a list of finalists for consideration.

· Customer references and site visits: MHIO will contact customer references of finalist Technical Services Partners and will conduct selected site visits. This will help us understand prospective Technical Services Partners from a customer’s point of view. Customer perceptions of prospective Technical Services Partners may be used to further narrow the list of finalists. Please see the Schedule of Procurement Activities so you may plan accordingly.

· Demonstrations: Finalist Technical Services Partners will be invited to demonstrate their products and services. MHIO will provide a demonstration script prior to the demonstration so that Technical Services Partners may show how their products and services meet Missouri-specific requirements and use cases. Demonstrations may be used to further narrow the list of finalists. Please see the Schedule of Procurement Activities so you may plan accordingly.

· Technical Services Partner Workshops: Finalist Technical Services Partners will be invited to attend a workshop where they will meet with the MHIO Technical Services Partner Selection Committee for a guided discussion. This final workshop will provide a forum for dialogue and an opportunity for MHIO to be introduced to the working level team to allow a final assessment of prospective partners. Please see the Schedule of Procurement Activities so you may plan accordingly.

Upon completion of all procurement process steps, MHIO will select a Technical Services Partner and will proceed with remaining negotiation and contracting steps.

The schedule of procurement activities is as follows:

	Event/Deadline
	Date

	RFP Released to Technical Services Partners
	11/12/10

	Letter of intent submitted (required for consideration)
	11/19/10 (11:59 PM CST)

	Written questions submitted 
	11/19/10 (11:59 PM CST)

	Technical Services Partner Q&A call
	11/23/10 (1:30-3:00 CST)

	Written proposals submitted
	12/10/10 (11:59 PM CST)

	Finalists announced
	1/3/11

	Reference checks and customer site visits for finalists
	1/3/11 – 1/14/11

	Technical Services Partner demonstrations (exact dates and times TBD)
	1/17/11 – 1/21/11

	Technical Services Partner workshops (exact dates and times TBD)
	1/17/11 – 1/21/11

	Finalist announced
	2/1/11

	Contract negotiations
	2/1/11 - completion


Figure 1: Schedule of Procurement Activities
The following is a high level guide to this RFP document:

· Section 2 provides an introduction to the MHIO and its work and an overview of goals and objectives for this project

· Section 3 provides background on Missouri and a full Scope of Work to describe what MHIO would like the selected Technical Services Partner to accomplish in tight collaboration with MHIO and its stakeholders

· Section 4 provides MHIO’s Disclaimers

· Section 5 provides an overview of the entire procurement process including the schedule of procurement activities

· Section 6 provides an explanation of MHIO’s evaluation criteria

· Section 7 provides Terms and Conditions

· Section 8 provides Reference Documents that will help prospective Technical Services Partners understand the planning that has occurred leading up to this RFP, including Missouri’s HIE strategy and operational plans

· Section 9 provides detailed instructions to guide prospective Technical Services Partners through the components required for a complete written response

· Appendix A and B are MS Excel templates that have been provided to facilitate efficient information gathering for some portions of the response regarding requirements, pricing, and costs. 

MHIO looks forward to reviewing response from qualified prospective Technical Services Partners and to choosing a partner that may help Missouri realize it’s HIE vision.

2) Introduction, goals, and objectives

Introduction

The Health Information Technology for Economic and Clinical Health (HITECH) Act within the 2009 American Recovery and Reinvestment Act (ARRA) provides an unprecedented opportunity for states to access federal funds to plan, design, and implement the infrastructure to support statewide health information exchange (HIE), and to encourage the adoption and use of electronic health records (EHRs). The State of Missouri is well positioned to take full advantage of this opportunity and is committed to ensuring that its providers and patients realize the benefits of statewide HIE.

Following the passage of the HITECH Act, Missouri Governor Jay Nixon signed Executive Order 09-27 creating the Missouri Office of Health Information Technology (MO-HITECH) to promote the development and application of an effective health information technology (IT) and health information exchange (HIE) infrastructure for the State of Missouri. The Executive Order was signed recognizing the potential of health IT and HIE to improve the quality and reduce the cost of health care and promote the public health in Missouri.

Missouri’s vision for health information technology (IT) and health information exchange (HIE) is to:

· Improve the quality of medical decision-making and the coordination of care;

· Provide accountability in safeguarding the privacy and security of medical information;

· Reduce preventable medical errors and avoid duplication of treatment;

· Improve the public health;

· Enhance the affordability and value of health care; and

· Empower Missourians to take a more active role in their own health care.

The Missouri Health Information Organization (MHIO) is a non-profit organization incorporated in the State of Missouri on July 13, 2010.  With multi-stakeholder public-private leadership, MHIO will facilitate the fulfillment of this vision in the following ways:

· Define clear and consistent goals for participation in MHIO

· Define and adopt business, technical, and operational policies that participants comply with as members of a self-regulatory organization (e.g. Qualified Organization)

· Act as the agent for distribution of state and federal grant funds for MHIO development

· Ensure the availability of statewide technology services

· Coordinate with State Government, MoHealthNet (State Medicaid Agency), Public Health, the Missouri HIT Assistance Center (Regional Extension Center), and many other related organizations and initiatives taking place in the State

· Establish business models for a sustainable, self-financing MHIO

· Have the authority to ensure compliance, enforce policies, and resolve disputes relating to participation in MHIO

This Request for Proposals solicits parties interested in becoming MHIO’s technology partner to ensure the availability of statewide technology services to all Missourians through a MHIO network.

Goals and objectives

The objectives of Missouri’s HIE efforts are to:

· Support providers’ ability to satisfy Meaningful Use criteria (step wise through all phases)

· Lay the basis for robust clinical exchange of information between all stakeholders in Missouri to improve patient care

· Ensure the capability to enable connectivity with a Nationwide Health Information Network (NHIN) gateway or NHIN Direct

Missouri‘s approach to developing a statewide technical infrastructure rests on the assumption that new work must proceed quickly, yet leverage the substantial investments in existing public and private systems. New systems and processes put in place must be flexible and adaptable to an ever-changing environment where an individual‘s health and well-being are the ultimate goal. Creating robust HIE in the midst of this environment is a significant challenge and Missouri has placed substantial effort into the design of a technical infrastructure capable of managing systems and processes within this dynamic health care environment.

MHIO will facilitate governance and statewide policy guidance for HIE, as well as contract for core infrastructure and services. Ultimately, the objective is to provide efficient access to interstate exchanges enabling economies of scale for widely deployed intrastate services such as provider directories.  All areas of Missouri will need to have access to MHIO services through a Qualified Organization or Certified Integrated EHR Solution. In addition, MHIO will be the vehicle for coordination with Medicaid and State Government to integrate and leverage valuable information and assets including existing and future investments of the state Medicaid program, the statewide immunization registry, and others.

The selected technology partner will be responsible for designing, building, and operating the information exchange network under the direction of MHIO in fulfillment of the objectives outlined above.

Acquiring entity definition and procurement project management

The acquiring entity for this procurement is the Missouri Health Information Organization (MHIO). The procurement is being led by Mitzi Cardenas and 
Melissa Johnsen, Co-Chairs of the MHIO Technology and Operations Workgroup.

The procurement process will be facilitated, under contract, by our partner, the Massachusetts eHealth Collaborative (MAeHC). The procurement project manager is Mark Belanger. Mr. Belanger’s contact information is:

Mark Belanger

Massachusetts eHealth Collaborative

860 Winter Street, Waltham, MA 02451

mbelanger@maehc.org

781.434.7889 (office)

339.223.2051 (mobile)

3) Scope of Work

Overview of approach

Given the relatively nascent HIE market in Missouri and the desire to pursue an effective public-private governance model, Missouri intends to develop an HIO comprising diverse “Qualified Organizations” (defined in next paragraph) which will provide core infrastructure and services to providers.  The proposed technical architecture was developed with the goal of creating and offering MHIO services that facilitate providers’ abilities to satisfy meaningful use requirements and provide significant patient value. It is believed that MHIO must offer value to Qualified Organizations, clinicians, and patients and that ultimately, it must improve patient outcomes in order to be adopted among health care providers and public health officials.

A Qualified Organization is a health care organization or aggregator of organizations that is capable of fulfilling the technical, legal, policy, and procedural obligations defined by MHIO, and willing to enter a binding contract to that effect. In addition to signing an agreement with MHIO, Qualified Organizations will need to integrate with and connect to the MHIO network to access core technical infrastructure and services on behalf of its providers.

Qualified Organizations may be a variety of organizations or networks that have relationships with or provide services to providers. In the initial implementation of the MHIO network, access to patient information will be restricted to providers, regardless of the type of Qualified Organization through which a provider connects to MHIO. Potential Qualified Organizations may be, but are not limited to:

· Provider Networks

· Consortia of providers

· Federally qualified health centers (FQHCs)

· Health systems

· Hospitals

· Integrated delivery networks (IDNs)

· Provider groups

· Local public health or public health organizations

· Regional HIOs

· Rural health centers (RHCs)

· Laboratories

· Pharmacies

· Private, Non-Provider Networks

· Clearinghouses

· Payers

· Vendors

· Medicaid (Mo HealthNet) Network

· Missouri State Employee Health Plans

The figure below depicts the various Qualified Organizations that may connect to the MHIO network.  Please note that the arrangement of Qualified Organizations relative to the MHIO network does not indicate preference or priority.
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Figure 2: Missouri HIE Connectivity Vision

Qualified Organizations stand to benefit significantly from participation in the MHIO network. Fundamentally, Qualified Organizations will support and facilitate the satisfaction of meaningful use requirements among its providers and increase provider access to data at the point of care. Participation in the MHIO network will also enable electronic access to Missouri state government information and services, including Medicaid data; this data will not otherwise be electronically available. Other benefits that are anticipated to accrue to Qualified Organizations include:

· Improved flow of information, potentially resulting in improved care coordination and improved patient outcomes

· Lower development costs of technical infrastructure and shared services offered through participation in the MHIO, such as: Master patient index (MPI), consent management, lab orders and results delivery, and medication reconciliation

· Access to Medicaid meaningful use incentive payments

· Electronic access to public health data

· Access to best practices and learning gathered by MHIO

· Participation in interstate HIE and the Nationwide Health Information Network (NHIN)

· Opportunity to expand referral networks and care coordination services

The technical architecture was developed based on the principles and patterns described in the MO-HITECH Strategic Plan. The MHIO network will use service oriented architecture (SOA) principles and will support web service components to the greatest extent possible. The proposed network architecture is composed of Qualified Organizations that communicate using national HIE standards and protocols (e.g. the NHIN messaging platform) as such standards and protocols become available. MHIO will serve as the nexus of these Qualified Organizations, capable of routing messages among all providers and ultimately to consumers, and orchestrating messages according to business rules needed to deliver meaningful use functions. In support of the MO-HITECH principle, “no provider left behind,” articulated in the Operational Plan, MHIO will facilitate connectivity for providers unaffiliated with a Qualified Organization and subsequently lacking an “on-ramp” to the MHIO network.

Qualified Organizations will connect to MHIO using uniform, standard protocols as required by HHS from the NHIN or other widely accepted messaging platform(s) where HHS has not designated standards; where there are not existing standards MHIO will establish standards and protocols.  A “Missouri Protocol Bus” will provide the service registry for MHIO services. Other Qualified Organizations will query the registry to find endpoint services when making requests, and could also be service providers with entries in the registry. Note that the State Government is constructing an enterprise service bus (ESB) to enable HIE with State services.  An important function of the MHIO implementation will involve working closely with the State Government to connect its ESB to the MHIO network.

Healthcare delivery landscape

Environmental scan and data
Details regarding the healthcare delivery landscape are available in the Strategic Plan and Operational Plan. Please refer to these documents which are available at the Missouri Office of Health Information Technology at http://dss.mo.gov/hie/action/index.shtml. 
Please note the environmental scan information presented:

· Strategic Plan: Section 2 Environmental Scan
· Operational plan: Section 8.4 Environmental Data Collection
Broadband and Telehealth initiatives

In addition to the information presented in the strategic and operational plan, MHIO would like Technical Services Partners to be aware of the broadband and telehealth initiatives in the State and to consider ways in which these initiatives may be built upon with proposed solutions. Missouri has several large initiatives underway with broadband and telehealth, including the Missouri Telehealth Network and MoBroadbandNow. The leaders of these initiatives are coordinating with MHIO and are committed to finding ways to have the programs complement one another. 
The Missouri Telehealth Network (Link: http://telehealth.muhealth.org/index.html) began in 1994 as one of the nation's first public-private partnerships in telehealth and exists to enhance access to care to underserved areas of Missouri, to provide educational opportunities for health care providers, to further homeland security efforts related to disaster preparedness, to be available in the event of a disaster and to provide research opportunities to clinicians wanting to study via telehealth. A ten site network was initially developed with federal, state, and private support, and at the end of 2009, the Missouri Telehealth Network had over 175 endpoints in 51 Missouri counties; by the end of 2010 this number is expected to grow to 200 endpoints in 56 counties. 

MoBroadbandNow (Link: http://transform.mo.gov/broadband/) is a private-public partnership that was launched summer of 2009 in efforts to aggressively compete for federal funds under the 2009 American Recovery & Reinvestment Act (ARRA). MoBroadbandNow’s goal is to expand broadband accessibility to 95 percent of the total population of Missouri, a significant increase from current projected accessibility of 79.7 percent.
Baseline Qualified Organizations

The two figures below provide a summary view of MHIO’s current planning scenario for connectivity of various Qualified Organizations to the MHIO network. This planning scenario is based on current assumptions, goals for connectivity, organization and provider estimates, and provider coverage by prospective Qualified Organization. This scenario is a draft and is currently under development and review. MHIO expects that updated information may be available at the time of contracting.
RFP respondents should use the planning scenario presented in the two figures below to inform RFP responses.

The first figure provides the Qualified Organization rollout plan. The second figure supports the rollout plan with estimates of the average number of organizations and providers within each Qualified Organization. 
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Qualified 

Organizations Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

Provider Based Networks

RHIOs 5 1 1 1 1 1

Hospital Systems / IDNs 10 1 1 1 1 1 1 1 1 1 1

FQHCs 1 1

Large Rural Health Centers 1 1

Large Provider Groups/Ofc 21 1 2 2 2 3 2 2 2 1 1 1 1 1

Private Networks

Medicaid 1

This qualified organization is expected to be integrated incrementally over multiple years

Clearinghouse Based 1

This qualified organization is expected to be integrated incrementally over multiple years

Private Pharmacy Network 1 1

Large Lab Networks 3 1 1 1


Figure 3: Qualified Organization Rollout Plan
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Hospital 
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Providers

Provider Based Networks

RHIOs 5 6 120 380 21 0 10

Hospital Systems / IDNs 10 5 100 280 1 0 5

FQHCs 1 0 0 0 0 300 0

Large Rural Health Centers 1 0 0 0 0 0 20

Large Provider Groups/Ofc 21 0 0 120 0 0 0

Private Networks

Medicaid 1 0 0 280 0 0 450

Clearinghouse Based 1 0 0 2350 0 0 0

Private Pharmacy Network 1 0 0 0 0 0 0

Large Lab Networks 3 0 0 0 0 0 0


Figure 4: Average Organizations and/or Providers per Qualified Organization
Implementation and operation of Missouri’s HIO

The Technical Services Partner will be responsible for implementing and operating a comprehensive technology solution for Missouri’s HIO platform in alignment with the overall approach and landscape information presented in this RFP. This implementation will be directed by and coordinated with MHIO staff. Note that this RFP represents MHIO’s most up to date decisions and thinking, so please reference earlier documentation for information, but consider this document as the point of reference where discrepancies exist. 

MHIO will pursue a phased approach to overall technical implementation:

· Phase 1 (by June 2011) 

· Designed to meet ONC requirements and implement foundational technologies that will support robust, sustainable HIE across the state

· Phase 2 (by October 2012)
· Leverages the foundational technologies and expands them to meet key use cases needed that support anticipated meaningful use requirements and robust health information exchange

· Phase 3 Future Implementation (October 2013 – ongoing)
· Will be based on adding technologies to support use cases that will further promote sustainability and meet market demands

MHIO developed a phased approach with the recognition and knowledge that it would not be capable of implementing a robust MHIO network by 2011. Therefore, the MHIO is focused on first implementing those services that will be immediately beneficial to providers attempting to achieve meaningful use followed by those services that bring additional value and an increasingly robust HIE.

The following figure illustrates MHIO’s current high level timeline. Technical Services Partners should use this timeline to inform proposal responses regarding statement of work and pricing. MHIO is open to suggestions for schedule modifications and Technical Services Partners should note these suggestions in their responses. In particular please note:

· MHIO is pursuing an incremental vs. “big bang” approach that includes implementation of services in phases and incremental connection of Qualified Organizations.

· Phase 1 “core” services are to be deployed early in 2011. Phase 1 is described in detail below.

· Connectivity Pilots are anticipated for Q3 and Q4 2011 and will include ~7 Qualified Organizations

· Phase 2 “value added” services are to be deployed early in 2012 with targeted completion in October 2012. Phase 2 is described in detail below.

· ~37 additional Qualified Organizations are to be integrated from 2012 – 2014

· 17 Qualified Organizations in 2012

· 13 Qualified Organizations in 2013

· 7 Qualified Organizations in 2014
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Figure 5: MHIO Implementation Timeline

Phase 1

In phase 1 MHIO will launch technical services for securely routing patient care summaries and lab results. Providers may utilize these initial services to send and receive laboratory results electronically and to exchange patient care summaries among unaffiliated organizations. Phase 1 HIE services include:

· Route patient care summaries

· Route lab results

 The system components required to enable these services are:

· Provider/Organization Directory

· Message/Record Routing/ Return Receipt
· Identity Management and Authentication

· Transaction Log

The following figure illustrates the phase 1 services and components and is followed by details for each service and service component. Also note that detailed requirements are provided in Appendix A to further support explanation of MHIO’s vision for this phase.
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Figure 6: Phase 1 Services and Components

Below are descriptions for each of the phase 1 HIE services:

Route patient care summaries: MHIO will facilitate the unidirectional push of patient care summaries from one Missouri provider to another in a manner that helps providers and their Qualified Organizations satisfy stage 1 meaningful use criteria. Examples of care summaries include discharge summaries, key clinical information summaries, referral summary of care record. 
Route lab results: MHIO will facilitate the unidirectional push of laboratory results to Missouri providers in a manner that that helps providers and their Qualified Organizations satisfy stage 1 meaningful use criteria. This requires integration with labs, lab networks, or other sources of leveraged laboratory connections.
Below are descriptions for each of the phase 1 system components:

Provider/Organization Directory: The proposed design calls for a provider directory and an organization directory. MHIO is considering several directory models to facilitate secure and accurate routing among organizations and providers. MHIO recognizes that registry design is complicated and welcome recommendations from prospective Technical Services Partners. In particular, MHIO is interested in ideas regarding management of providers that are affiliated with multiple organizations. MHIO would also like to understand solutions that accommodate the presence of existing provider registries within Qualified Organizations that will connect to MHIO.
Message/Record Routing/ Return Receipt: The MHIO network will enable participating providers to securely exchange key clinical information between their EHR systems (e.g. accept and route continuity of care documents (CCDs) and/or continuity of care payloads between connected providers).
Identity Management and Authentication: The MHIO network will facilitate adherence to statewide privacy and security standards and validate provider identity and treatment relationship with patients before providers are able to access patients’ information. MHIO will establish authorization policies for verifying the identity of all individuals accessing patient health information through the network. The ability of authorized users to access patient health information through the network should be based on a minimum set of role-based access standards that apply to all participants. The MHIO’s authorization policy will, at a minimum, include the following:

· A process for verifying the identity and credentials of individuals seeking authorization to access/exchange health information; and 

· A process for providing individuals seeking authorization the information and mechanisms to be authorized when accessing/exchanging health information upon approval.

The MHIO will adopt and comply with national policies that require a minimum level of authentication for verifying the identity of all individuals accessing patients’ health information through the network. 

Transaction Log: The MHIO will maintain a transaction log that can facilitate audit of transactions. The transaction log will track the origination and destination of an information transaction and verify that the transaction was completed. The transaction log will facilitate the audit requirements set forth for the MHIO.

Phase 2
In phase two the MHIO will go on to implement a robust MHIO network utilizing the foundational provider directory and secure messaging platform developed in phase one. MHIO will implement services that support meaningful use guidance and support use cases that will further promote sustainability and meet market demands. Additional services will include:
· Send patient care summary to physician that populates physician’s EHR  
· Incorporate structured lab results into physician’s EHR 
· Lab ordering
· Query patient history
· Retrieve medication history for medication reconciliation, other medication mgt. 
· Personal health record (PHR) 
· Route visit and other data for standardized quality reporting 
· Route visit and other data to disease registry 
· Route visit and other data for standardized public health reporting 
· Certified Integrated EHR Solution for providers as a “connection of last resort 
The system components required to enable these services are:
· Consent Management
· Vocabulary Translation
· RLS/MPI
The following figure illustrates the phase 2 services and components and is followed by details for each service and service component. Also note that detailed requirements are provided in Appendix A to further support explanation of MHIO’s vision for this phase.
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Figure 7: Phase 2 Services and Components

Below are descriptions for each of the phase 2 HIE services

Lab ordering: MHIO may facilitate the push and pull of laboratory orders and results between Missouri labs and providers for integration into EHRs. This requires routing to provider systems and integration with labs, lab networks, or other sources of leveraged laboratory connections.

Query Patient History: MHIO will facilitate the push and pull of patient information between Missouri providers. MHIO will support the NHIN messaging platform, requiring support for various IHE profiles, including the use of PIX/PDQ for patient identification and the use of XDS profiles for document indexing and retrieval.
Retrieve medication history for medication reconciliation, other medication management: The MHIO network may serve as a single point of connectivity to multiple sources of medication history, formulary, and eligibility, and respond to queries from providers for such information, as well as provide a statewide interface for e-prescribing transactions for providers with EHRs. Such connectivity might be accomplished through connectivity to Surescripts or other e-prescribing networks, as well as connectivity to the Missouri State enterprise service bus for access to Medicaid and other information in State systems.

Personal Health Records:  MHIO will facilitate bidirectional interfaces with personal health records (PHRs) (e.g. Google Health, Microsoft HealthVault), specifically with the intention to obtain specific patient medication history for medications personally obtained including those classified by the Food and Drug Administration (FDA) as food and herbals.
Route visit and other data for standardized quality reporting:  MHIO will facilitate information flow to enable population-based health reporting, including psuedonimization, support for “data marts” as well as reporting and display capabilities.

Route visit and other data to disease registry: MHIO will facilitate information flow to disease registries to enable reporting to appropriate local, state, and federal registries according to federal standards.
Route visit and other data for standardized public health reporting: MHIO will facilitate information flow to Public health departments to enable reporting to local, state, and federal agencies according to federal standards.
Certified Integrated EHR Solution for providers as a “connection of last resort:” In support of the MO-HITECH principle –  “no provider left behind” – articulated in the Strategic Plan, the MHIO will provide an alternative EHR capability for all clinical services to providers without EHRs. This HIE-integrated solution will be certified, will enable providers to meet stage 1 meaningful use criteria, and will require only standard web browsers for connectivity. This functionality may be provided through the contract for core infrastructure or services or, alternatively, may be provided by leveraging Medicaid’s CyberAccess platform.
Below are descriptions for each of the phase 2 system components:

Consent Management: MHIO will provide a technical solution to facilitate consent policies and patient preferences. Decisions are still pending regarding the MHIO’s consent policy. Decisions are also pending regarding harmonization of consent management between the MHIO and any Qualified Organizations. MHIO’s technology partner will need to be flexible regarding consent and will be expected to provide capability to facilitate consent policies for any of the following models: 

· Opt-in

· Opt-in with restrictions

· Opt-out

· Opt-out with exceptions

· No consent

· Access to data in emergency situations by health care providers (break the glass)

· Multiple simultaneous consent policies

MHIO will also require the ability to provide system wide capability to restrict access to specially-protected data according to state and federal law.

Vocabulary Translation: MHIO will provide orchestration/integration to enable simpler, integrated responses to complex requests from service consumers. Message transformation in and out of various formats will also be provided, for example from X12 EDI formats to Web services/SOAP formats.  As other communication or object access models arise (such as REST-ful web services), MHIO will consider implementing these to connect and utilize any emerging HIE standards or protocols.

RLS/MPI: The proposed design calls for a federated patient registry, linking together registries from the various Qualified Organizations on the MHIO network and also providing the capacity to serve as a patient registry for providers unaffiliated with a Qualified Organization. Functionally, this is often referred to as a master patient index (MPI)/record locator service (RLS), enabling matching and location of patient information anywhere in the MHIO network.  It will enable providers to locate patient information based on various sets of patient data.  This registry must work with the Consent Registry to appropriately filter the sharing of health care data.
Phase 3 and beyond

In phase three and beyond, MHIO will build upon the phase 1 and phase 2 capabilities to provide additional value-added services to additional qualified organizations. As these phases will be tied to pending requirements for stage 2 and stage 3 meaningful use, they are yet to be defined. Future services will also be dictated by currently unknown demands of stakeholders as the industry environment changes over the coming years. It is not necessary for Technical Services Partners to propose phase 3 services in this RFP scope of work or pricing response. However, note that MHIO seeks a Technical Services Partner that expects to enter into an ongoing collaborative relationship to identify and implement future services as demanded by Missouri stakeholders, and that can help set up a professional relationship that can enable later phase work with minimal hurdles.

Planning and operations components (all phases)

The following components require planning and operations spanning all phases:

· Hosting

· Project management
· Architecture blueprint
· Privacy & Security 

· Implementation 
· Support & maintenance 
· Business Continuity and Disaster recovery 
· Transition

· Training & Organizational Change Management
· Documentation

· Ongoing development

Hosting: This component includes the MHIO technical infrastructure and services needed to run, maintain, and support service delivery. These services will be securely hosted by the selected Technical Services Partner. The following hosting requirements are the minimum necessary to satisfy this RFP.

· The technical service partner shall supply all hosting equipment (hardware and software) required for performance of the Contract.

· The selected Technical Services Partner shall provide secure access to all levels of users via the internet.

· The selected Technical Services Partner shall use commercially reasonable resources and efforts to maintain adequate internet connection bandwidth and server capacity.

· The selected Technical Services Partner shall maintain all hosting equipment (hardware and software) and replace as necessary to maintain compliance with Service Level Agreements.

· The selected Technical Services Partner shall make available the system and any custom software on a 24 x 7 basis as established by the RFP. This includes the ability to perform a HOT SWAP of all (with alternate or hot site) or part of the system configuration if necessary to resolve a down time situation or during system maintenance activities. Technical Services Partner should provide advance notice for planned downtime based on a mutually agreed upon process.
· The selected Technical Services Partner shall perform routine maintenance during the planned weekly maintenance period. Routine maintenance shall include, but is not limited to, server upgrades/patching software upgrades/patching and hardware maintenance. In order to maintain system availability, the Solution

· The Technical Services Partner is expected to maintain continuous services during maintenance periods.  The selected Technical Services Partner shall perform non-routine maintenance at a mutually agreeable time with two (2) weeks advance notice to MHIO.

· From time to time, emergency maintenance may be required to bring down the system. In such situations, if possible, the selected Technical Services Partner shall give advance notice, before the system goes down for maintenance, to MHIO and its users.

· The selected Technical Services Partner will limit the emergency maintenance to those situations which require immediate action of bringing down the system that cannot wait for the next scheduled maintenance period. It is expected that the Technical Services Partner will maintain continuous services during any such emergency maintenance.

· The selected Technical Services Partner shall monitor, prevent and deter unauthorized system access. Any and all known attempts must be reported to MHIO within the timeframe set out by the RFP.

· The selected Technical Services Partner shall allow MHIO or its delegate, at times chosen by MHIO, to review the hosted system’s location and security architecture.

· The selected Technical Services Partner shall periodically (minimum 12 months) conduct a third party independent security/vulnerability assessment at its own expense and submit the results of such assessment to MHIO within the timeframe set forth in the RFP.

· The selected Technical Services Partner shall comply with MHIO directions/resolutions to remediate the results of the security/vulnerability assessment to align with the standards of MHIO.

· The selected Technical Services Partner shall use industry best practices to protect access to the system with a firewall and firewall rules to prevent access by non-authorized users and block all improper and unauthorized access attempts.

· The selected Technical Services Partner shall use industry best practices to provide system intrusion detection and prevention.

· The selected Technical Services Partner shall use industry best practices to provide virus protection on all servers and network components.

· The selected Technical Services Partner shall use industry best practices to update all systems and third party software security patches to reduce security risk.

· The selected Technical Services Partner shall be solely responsible for all data storage required.

· The selected Technical Services Partner shall take all necessary measures to protect the data including, but not limited to, the backup of the servers on a daily basis in accordance with industry best practices and encryption techniques.

· The selected Technical Services Partner shall employ reasonable disaster recovery procedures to assist in preventing interruption in the use of the system.

· The selected Technical Services Partner’s support and problem resolution process shall provide a means to classify problems as to criticality and impact and with appropriate resolution procedures and escalation processes for each classification of problem.

· The selected Technical Services Partner’s staff, directly responsible for day-to-day monitoring and maintenance, shall have industry standard certifications applicable to the environment and system architecture used.

· The selected Technical Services Partner shall locate servers in a climate-controlled environment. Technical Services Partner shall house all servers and equipment in an operational environment that meets industry standards including climate control, fire and security hazard detection, electrical needs, and physical security.

· The selected Technical Services Partner shall examine system and error logs daily to minimize and predict system problems and initiate appropriate action. The selected Technical Services Partner shall utilize a secured backup solution to prevent loss of data and ensure recoverability at all times. Storage of backup media offsite is required. Stored media must be kept in an all-hazards protective storage safe at the worksite and when taken offsite. All back up data and media shall be encrypted.

· The selected Technical Services Partner shall completely test and apply patches for all third-party software products before release.

Project management and communication: This component includes all activities needed to set up and launch a project management office in coordination with MHIO staff and other points of coordination as directed by MHIO (e.g., State HIT Coordinator, Medicaid). Project setup includes setting project scope, project plan and schedule, project cost schedule (as agreed to during contract negotiation), confirming the project governance structure, and articulating the project charter. Project management includes the on-going monitoring, management, and control of the project along with regular communication of project progress relative to plans, risks, and contingency planning. Semi-annual reviews and updates to short, mid, and long term plans will be conducted in coordination with MHIO staff. The Technical Services Partner should ensure that project management staff are appropriately trained and certified. Project management activities should include but not be limited to:
· Defining, setting up, and operating a project management office in collaboration with MHIO

· Defining project scope and charter

· Creating and managing detailed project plan and schedule

· Managing communication with MHIO staff, MHIO workgroups, MHIO stakeholders, and partners

· Managing periodic meetings and status reports

· Status reporting to including:

· Accomplishments for the past reporting period

· High-level tasks for the upcoming reporting period

· Issues and risks including suggested mitigation plans

· All other issues/concerns related to the project schedule.

The Technical Services Partner will also be required to plan for and conduct status meetings on a periodic and as needed basis to discuss current project activities and address questions, issues, and concerns.  In addition, the Technical Services Partner will be asked, on an as needed basis, to attend and participate in project related meetings scheduled and organized by MHIO including those of the MHIO Board of Directors, the Statewide HIE Coalition, and other bodies as MHIO may designate.  Depending upon the agenda and objectives for such meetings, the Technical Services Partner may be asked and will be expected to assist MHIO in preparing material for the meeting.

Architecture blueprint: This component includes all activities needed to plan and design the MHIO infrastructure in support of the MHIO Solution (Core Services and selected Value-Added Services. This activity will be revised and expanded appropriately as part of the review and planning activity.  Deliverables could include, but are not limited to:
· System design blueprint (base product configuration)

· System capacity planning

Privacy & Security: This component includes all activities needed to plan, design, and operate a private and secure HIE solution, including but not limited to:
· Role Based Access and Management: MHIO will support role based access and management as required by MHIO’s privacy and security policies and as described in the NHIN messaging platform for security and authorization.
· Privacy: MHIO will support the privacy of protected health information in accordance with HIPAA, Missouri state law, and applicable MHIO policies. MHIO will enable and enforce patient privacy utilizing industry accepted system controls and processes.
· Security: Authentication, authorization, access, and audit will be central to the protection and privacy of personal health information. MHIO will support messaging, system, and network security protocols; will consider supporting two-factor authentication; and will support immutability of audit entries as it relates to access and disclosure of patient health information.
· Logging: MHIO must log transactions and transaction types including, but not limited to:
· NHIN / HHS standards
· IHE auditable events
· Debugging or event tracing
· Monitoring: MHIO will support internal system monitoring, load balancing, and network monitoring of services availability.  MHIO will prioritize methods to detect unusual clinical, access, or other HIE functional events based on the clinical services (e.g. specialized rules to detect clinical gaps in care, drug seeking or shopping behavior, or other surveillance type functions based on the transactions traversing the network) and will attempt to implement these methods if resources permit.

Implementation: This component includes all the activities to execute the Architecture Blueprint including implementation and delivery of services and system components as well as integration of Qualified Organizations. This may include procuring and obtaining the necessary services and equipment to build and install the MHIO infrastructure and related support functions and will include standing up the HIE solution based on the plans developed in the Architecture. The Technical Services Partner will provide Ready For Use (RFU) certifications each year to ensure that the appropriate infrastructure is in place to begin/support subsequent roll-outs of MHIO data exchanges and interfaces. During Year 1 component will include the initial build-out of the core infrastructure and networking systems. For subsequent years, this component will include incremental build-out or adjustments as defined by the Architecture Blueprint in response to the review, customization, and planning activity.

Deliverables could include, but are not limited to:

· Technical Detailed Systems Design

· Component RFU certificate(s)

· Access to Core services

· Access to Value-added services

· Customer Support Center RFU certificate

· Training RFU certificate

· System testing plan

· Business continuity plan

· Exchange/interface specification

· Provider deployment plan

· Deployment test plan

· Operations impact plan

Support & maintenance: This component includes hardware and network support and maintenance and may include, but not be limited to:

· Maintaining the physical MHIO infrastructure (core systems, edge servers, network interfaces, telecommunications, etc.)
· Ensuring system security
· Software Support and Maintenance, including:

· Maintenance and support of all HIE software, interfaces, codes sets, tables, business rules as governed by the change control management process
· Resolution of HIE-related software defects and enhancements governed by the change control management process
· Maintenance and support for system and all other software supporting the HIE system such as the underlying operating system patches/fixes, antivirus software and all other third party software and related licensing. Test environments should be in place for OS and Database patching process.

· Operations support – Includes, but is not limited to

· Customer support center with dedicated 800 number and web-based ticketing system. Support center to be operated within mutually agreed upon service levels as defined in negotiations and contracting phase

· Ongoing training
· Ongoing knowledge & data management
· Backups and recovery
· Production support should ensure mutually agreed upon approach with a documented operations procedure guide developed

· Reporting – All routine and ad-hoc reporting in support of MHIO.
For each component of their solution, the support and maintenance period shall begin the day after MHIO agrees to system acceptance.  The vendor will then provide first year product support and maintenance.  The vendor shall be the primary contact for MHIO staff in problem resolution and shall have clearly defined trouble-reporting procedures that track and report problems and their resolution during the warranty and maintenance period.  If a malfunction occurs, the vendor is expected to have appropriate personnel working diligently to resolve the issues.  MHIO requirements for response time, methods, and escalation shall be as follows:

	Response Level
	Definition
	Time for Vendor Response
	Initial Response Method
	Maximum Resolution Time

	1 – Critical
	System is not at all usable for any component.  Examples include users cannot connect, experience system “hangs,” or system error messages.  No possible workaround is available.
	< 15 minutes
	Telephone
	2 hours

	2 – Urgent
	System has critical selected service outages; some services operational.    No possible workaround is available for service outages.
	< 30 minutes
	Telephone
	4 hours

	3 – Serious
	System has selected service outages, but workarounds exist or else business operations can continue
	< 60 minutes
	Telephone
	8 hours

	4 – Medium
	System is up, but behavior is erratic or deviates from known system acceptance
	< 120 minutes
	Email or Telephone
	12 hours

	5 – Low
	System operational; issue on usability or performance
	< 180 minutes
	Email or Telephone
	24 hours or software release

	Note: The vendor will provide on-site technical support within one business day for system-wide problems that cannot be resolved remotely.


Figure 8: Support and Maintenance Response Levels

Escalation at any level in table above will be to the next higher (lower-numbered) level.  If a Level 1 issue is not resolved within the maximum resolution time, the issue will be escalated to both MHIO and vendor leadership.  The vendor will guarantee service/support on a 24/7 basis.  The vendor will provide on-site technical support within one business day for system-wide problems that cannot be resolved remotely.

MHIO is considering models where it may provide front line customer support with well defined escalation procedures in place with the Technical Services Partner. MHIO welcomes presentation of models where the support function is shared between the Technical Services Partner and MHIO and where the support function is provided in full by the Technical Services Partner.

Business Continuity and Disaster recovery: This component includes development and implementation of a plan for disaster recovery and business continuity in conjunction with the MHIO.  This plan will be based on the service levels specified in this RFP.  The plan will specify methods for system backup, recovery, and backup and recovery testing.  The plan will also cover decision points for moving to a business continuity status as well as business processes for recovering from a system fault or failure. Consequences for outages will also be considered by MHIO. The Business Continuity and Disaster Recovery Plan will be based upon nationally accepted standards.
Transition: This component includes all activities needed to successfully transition the work of the resulting Contract to any other entity, as defined by MHIO.  This function includes all activities needed prior to the end of the contract in order to successfully transition to any other entity. This includes collaboration, participation, and knowledge transfer. The selected Technical Services Partner is expected to provide complete and accurate documentation to allow the successful transition of the Core Services and access to Value-Added Services to a new entity at the expiration of this contract.
Deliverables include, but are not limited to:

· Transition strategy plan

· Transition execution signoff

Training & Organizational Change Management: This component includes training of end users and administrators within MHIO and each Qualified Organization. It also includes the organizational change management that accompanies any large technology change, including appropriate change management to help personnel comprehend, redesign, and implement new processes and redefine roles. 

Technical Services Partners will be required to provide and then implement a Training and Organizational Change Management plan that covers user training, ongoing technical assistance training, workflow re-design, and troubleshooting.  At a minimum, the Training and Organizational Change Management plan will include but not be limited to the following:
· Detailed description of training and organizational change management services to be provided

· Description of delivery method and channel (e.g., In-person, online tutorial, train the trainer), required equipment, and materials.

· Description of assessment process including evaluation criteria, user competency examination, and remediation plans for training that does not produce expected outcomes. (Note, our goal is to minimize support issues through high quality up-front training and to use assessment tools to monitor success and inform decisions regarding additional training)

· Schedule

Documentation: This component includes documentation to support Training & Organizational Development and self support for end users, administrators, and technical staff. All documentation must address the Technical Services Partner’s core products/services and any additional configuration and customization required by MHIO.  The Technical Services Partner will be responsible for providing all technical and functional documentation that will be required to assist the MHIO in using and supporting the implemented solution.

Ongoing development: Given the uncertainty of the HIE market, the lack of specificity regarding meaningful use criteria beyond stage 1, and the expected evolution of requirements by Missouri’s stakeholders, MHIO is seeking a partner that can grow with the needs of the state. Successful Technical Services Partners will be prepared to work closely with MHIO to identify and meet future requirements resulting from pending definitions of stage 2 and 3 meaningful use and other requirements such as may be developed by MHIO. Successful Technical Services Partners will also provide a clear process for identifying and defining new development projects with MHIO and for scoping and pricing ongoing development efforts.

Ongoing development includes User Acceptance Testing (UAT) process, tools and templates based on your Ready for Use (RFU) certifications including all of the steps and timeline in the UAT including but not limited to: system, Technical Services Partner staff, and MHIO staff resources required to engage in and complete UAT, test scripts that will be used by MHIO staff to test each function of the solution, methods for monitoring the results of testing the scripts and reporting on UAT status, methods for communicating the results of script testing to the Technical Services Partner and how the Technical Services Partner will resolve failures.
4) Disclaimers

Information disclosure

While MHIO is not a public government body and thus is not required to comply with the Missouri Sunshine Law, in order to ensure MHIO’s goals of transparency, accountability, and openness, MHIO in its Bylaws has adopted and will comply with the principles of Mo. Rev. Stat. Chapter 610, as amended, and the regulations promulgated thereto, specifically those related to procurement processes, including solicitations, bids and results. As such, in accordance with Mo. Rev. Stat. §  610.021(12), sealed bids and related documents, until the bids are opened, as well as sealed proposals and related documents until an agreement is executed or all proposals are rejected, shall be considered closed records exempt from public disclosure.

MHIO is subject to strict accountability, reporting requirements, and State law as a recipient of funds from public sources. Any response or other information submitted by a respondent is subject to disclosure as required by law, including but not limited to, the America Recovery and Reinvestment Act of 2009 (Public Law 111-5). 

Cost of proposal preparation

The entire cost for the preparation and submission of a proposal, participation in any oral presentation or demonstration, personnel interviews or other engagement to assess Technical Services Partner capabilities will be borne by the Technical Services Partner.

Revision and withdrawal of RFP

MHIO reserves the right to amend the RFP prior to the announcement of the successful Technical Services Partner. RFP amendments will be publically posted on the MO-HITECH website (http://www.dss.missouri.gov/hie/action/index.shtml).  In such an event, all Technical Services Partners will be afforded an opportunity to revise their proposals to accommodate the RFP amendment.  If, in the opinion of MHIO, amendments will require substantive changes in proposals, the due date and related events may be extended.  MHIO will not be responsible for any additional costs incurred as a result of said changes in the RFP. MHIO reserves the right to:

· Withdraw this RFP, at its sole discretion, from any or all Technical Services Partners at any time. Such withdrawal is effective upon issuance of written notice
· Reject any and all responses

· Correct any defect or irregularities in this RFP

· Request modifications to any response to this RFP

· Modify any specifications, scope or requirements in this RFP

· Extend or change deadlines

· Request a “best and final offer”

Cancellation of this RFP and/or award

MHIO reserves the right to cancel any RFP or award or any parts of any resulting contract when: (a) it is found that product quality, service or delivery is not in keeping with the provisions of this RFP and the Technical Services Partner has not cured the deficiencies within 30 days of written or verbal notification, or (b) an item or items or service(s) are no longer needed. Cancellation notification under this provision shall be given to the Technical Services Partner in writing no later than 30 days prior to the date the cancellation is effective. MHIO reserves the right to cancel with 30 days notice for cause or changing market conditions, or changing MHIO department(s) requirements, or changing requirements and/or savings identified through MHIO Value Analysis process, or identification of new technology/products, or due to mergers and/or affiliations of MHIO, (c) the cancellation of the RFP or Technical Services Partner award is determined to be in the best interest of MHIO.
Communications with MHIO

In order to ensure a fair and equitable process, MHIO requires that communication with respondents be restricted to announced opportunities available to all.  From the date of issue of this RFP until a determination is made and announced regarding the selection of a Technical Services Partner, all contact with MHIO (except as otherwise specified in this RFP) regarding the subject matter of this RFP and proposal response is prohibited unless approved in writing by the Procurement Project Manager. Violation of this provision may result in disqualification of the Technical Services Partner’s proposal.

Technical Services Partners are advised that only the Procurement Project Manager can clarify issues or render any opinion regarding the RFP.  No individual member of the State of Missouri, of MHIO, or member of the committee(s) addressing selection of a Technical Services Partner is empowered to make binding statements regarding this RFP.  Any clarifications regarding the RFP will be issued in writing by the Project Procurement Manager and publically posted on the MO-HITECH website (http://www.dss.missouri.gov/hie/action/index.shtml). 

Any questions regarding RFP provisions may be submitted in writing via email to the Procurement Project Manager. The deadline date for written questions is noted in the schedule. MHIO will respond in writing to all questions received and will post anonymized questions and responses on the MO-HITECH website (http://www.dss.missouri.gov/hie/action/index.shtml). For multiple questions asking essentially for the same information/clarification, MHIO may provide only one answer. Only those answers issued in writing will be considered binding.

RFP response non-binding

A response to a RFP is not a bid and does not commit MHIO to accept a proposal because a Technical Services Partner may propose the lowest price. The RFP process provides the opportunity to negotiate with prospective Technical Services Partners.  This RFP is not an order and does not commit MHIO to pay for any costs incurred in the preparation or submission of any quotation or proposal or to procure the materials or supplies hereunder. Quantities used herein to estimate responses to this RFP may or may not reflect actual quantities used or needed, and do not commit MHIO to order specified estimated quantities. Any offers accompanied by terms and conditions that are in conflict with this RFP may be considered unacceptable.

MHIO reserves the right to make or not make an award based solely on the proposals, or to discuss further with one or more of the Technical Services Partners. The solution selected will be chosen on the basis of that which is most advantageous to MHIO, taking into consideration price and the other evaluation factors set forth in this RFP, or allowed by law.

Confidentiality

The Technical Services Partner understands that no guarantee is made by MHIO to preserve the confidentiality of the material submitted in response to the RFP. The Technical Services Partner understands that any and all responses submitted will be distributed or made available to appropriate MHIO personnel and consultants involved in this project.  Proprietary information should be marked “Proprietary”, not “Confidential”.
Disqualification of Technical Services Partners

Technical Services Partners may be disqualified for comparable situations or conditions as determined appropriate by MHIO in its sole discretion, including, without limitation for the following:

· Collusion between a MHIO employee and the Technical Services Partner.

· The Company, any sub-provider or Technical Services Partner, is in litigation with MHIO.

· Technical Services Partner in arrears on any existing contract or having defaulted on previous contract.

· Lack of competency as revealed by pertinent factors, including but not limited to, experience and equipment, financial statement and questionnaires.

· Incomplete work that in the judgment of MHIO will prevent or hinder the prompt completion of additional work awarded.

· Technical Services Partner has failed to perform in a satisfactory manner on a previous contract.

· Technical Services Partner communicates with MHIO staff or management regarding this RFP or proposals, other than the persons listed as exception in this RFP.

· Offerings of gifts and/or bribes to any MHIO employees.

· Non-compliance with MHIO rules for Technical Services Partners/visitors.

· Failure to respond to all or part of the RFP’s stated requirements, request for information, or other data required by MHIO within this RFP.

· Identified on the Federal Government Health and Human Services (HHS) List of Excluded Individual / Entities (LEIE); Identified on any of the 50 States Medicaid Excluded Provider List; or the federal government terrorist list.

Equal Opportunity

In fulfilling this order, the Technical Services Partner agrees to abide by the provisions of Section 202 of Executive Order 11246 in regard to Equal Employment Opportunities.

MHIO Confidential Information

The information contained within this RFP is deemed confidential by MHIO. A Technical Services Partner shall not provide any of this information to any other Technical Services Partner, or any other individual or organization without the express written consent of MHIO. Unauthorized release of information may be cause for a Technical Services Partner’s disqualification, in addition to any other legal remedies that MHIO chooses to pursue.

Contract Terms and Conditions

The appropriate terms and conditions, laws and regulations of the State of Missouri will apply to any contract that may arise from this RFP.  Legal venue is Missouri.  No exceptions.

Oral Presentations

MHIO reserves the right to request oral presentations by one or more Technical Services Partners.  Oral presentations may be made at a time and place to be determined by MHIO.  If oral presentations are requested by MHIO, a Technical Services Partner’s proposed key personnel must attend and take an active role in presenting the Technical Services Partner’s proposal.  At that time, MHIO may elect to interview the Technical Services Partner’s proposed key personnel.  Technical Services Partners may not make any comments or references to other Technical Services Partners that may or may not have submitted a proposal in response to this RFP.

Right to Reject or Cancel Proposals or Portions of Proposals

MHIO may, in its sole discretion, reject any and all proposals, or portions of proposals, submitted in response to this RFP for any reason.  Further, MHIO reserves the right to cancel this RFP, or to make no award of a contract pursuant to this RFP, if MHIO determines that such action is in the best interest of its mission.

Acceptance of RFP process

A Technical Services Partner that submits a proposal in response to this RFP agrees, on its own behalf and on behalf of any parent or subordinate organization and all proposed sub-vendors, to the following:

· That it accepts without reservation or limitation as lawful and binding the proposal submission requirements and rules and the procurement procedures, processes, and specifications identified in this RFP, including any RFP amendment and all appendices to this RFP.

· That it accepts without reservation or limitation as lawful and binding MHIO criteria for Technical Services Partner evaluation methodology and evaluation process.

· That it accepts without reservation or limitation as lawful and binding MHIO’s sole, unrestricted right to reject any or all proposals submitted in response to this RFP.

· That it accepts without reservation or limitation as lawful and binding the substantive, professional, legal, procedural, and technical propriety of the scope of work in the RFP.

· That, if awarded a contract as the result of this RFP, it accepts without reservation or limitation the contractual language found in this RFP, unless Technical Services Partner has raised any objections in writing in the proposal

5) Overview of procurement process and key dates

Procurement process

This procurement process is designed to select a highly qualified Technical Services Partner who will be responsible for providing a health information exchange network for MHIO. The successful Technical Services Partner will be responsible for providing technical services to meet the requirements identified in this RFP and other documentation referenced.

All procurement documentation disseminated to Technical Services Partners and all correspondence from MHIO and the Technical Services Partner related to this procurement are incorporated into this RFP by reference.  In the event of conflict of language between documents this RFP will take precedence.

To be considered, proposals should conform to all instructions, conditions, and requirements included in the RFP. Technical Services Partners are expected to carefully examine all documentation, schedules, and requirements stipulated in this RFP and respond in their proposals in the format prescribed.

The procurement process includes several sequential steps, of which this request for proposal (RFP) is the first:

· Written proposals:  Interested Technical Services Partners are invited to submit a written response to this RFP to be considered for selection. Written proposals will be evaluated and scored to compile a list of finalists for consideration.

· Customer references and site visits: MHIO will contact customer references of finalist Technical Services Partners and will conduct selected site visits. This will help us understand prospective Technical Services Partners from a customer’s point of view. Customer perceptions of prospective Technical Services Partners may be used to further narrow the list of finalists. Please see the Schedule of Procurement Activities so you may plan accordingly.

· Demonstrations: Finalist Technical Services Partners will be invited to demonstrate their products and services. MHIO will provide a demonstration script prior to the demonstration so that Technical Services Partners may show how their products and services meet Missouri-specific requirements and use cases. Demonstrations may be used to further narrow the list of finalists. Please see the Schedule of Procurement Activities so you may plan accordingly.

· Technical Services Partner Workshops: Finalist Technical Services Partners will be invited to attend a workshop where they will meet with the MHIO Technical Services Partner Selection Committee for a guided discussion. This final workshop will provide a forum for dialogue and an opportunity for MHIO to be introduced to the working level team to allow a final assessment of prospective partners. Please see the Schedule of Procurement Activities so you may plan accordingly.

Upon completion of all procurement process steps, MHIO will select a Technical Services Partner and will proceed with remaining negotiation and contracting steps.

Schedule of procurement activities

	Event/Deadline
	Date

	RFP Released to Technical Services Partners
	11/12/10

	Letter of intent submitted (required for consideration)
	11/19/10 (11:59 PM CST)

	Written questions submitted 
	11/19/10 (11:59 PM CST)

	Technical Services Partner Q&A call
	11/23/10 (1:30-3:00 CST)

	Written proposals submitted
	12/10/10 (11:59 PM CST)

	Finalists announced
	1/3/11

	Reference checks and customer site visits for finalists
	1/3/11 – 1/14/11

	Technical Services Partner demonstrations (exact dates and times TBD)
	1/17/11 – 1/21/11

	Technical Services Partner workshops (exact dates and times TBD)
	1/17/11 – 1/21/11

	Finalist announced
	2/1/11

	Contract negotiations
	2/1/11 - completion


Figure 9: Schedule of Procurement Activities
6) Evaluation Criteria

MHIO seeks a Technical Services Partner with significant experience in the healthcare industry, with the leadership and financial strength to allow it to flourish in an uncertain environment, and with a propensity for collaboration. The following statements summarize our preferences for prospective Technical Services Partners:

· We would like to buy a solution with some opportunities for customization - we don’t want to build a solution

· We would highly prefer a remote hosting model
· We would like to work with one lead Technical Services Partner – if additional partners are involved, we would like the lead Technical Services Partner to take accountability for managing these partners as sub-contractors

· We would prefer a software as a service model where MHIO will take a management and oversight role but not a role in development and technical operations

· We would like to set up a project management office with a lead Technical Services Partner to ensure professional management of all project components

· We would like to work with a Technical Services Partner that uses an agile approach to technology deployment

· We prefer a subscription based pricing model as we believe it is innovative and encourages use

· We prefer a transparent partnership between Technical Services Partner and MHIO and would prospective Technical Services Partners to provide detailed itemized costs to demonstrate its understanding of the deliverables
· We prefer a Technical Services Partner that has proven experience in the healthcare industry as demonstrated by an HIE solution that is currently in production and in use by medical providers.
MHIO will evaluate Technical Services Partner responses to determine strength in the following areas:

	Evaluation Component
	Weight

	Alignment of Technical Services Partner’s technology and service capabilities with MHIO scope of work and requirements
	15%

	Technical Services Partner’s experience with other HIE projects
	15%

	Technical Services Partner’s financial stability
	10%

	Technical Services Partner’s pricing proposal and cost information
	30%

	Technical Services Partner’s leadership team, project team, and bench strength
	10%

	Technical Services Partner’s capacity for delivering on this project given other commitments
	10%

	Technical Services Partner’s demonstrated flexibility and propensity for partnering
	10%


Figure 10: Evaluation Criteria and Relative Weighting
7) Terms and Conditions 

Technical Services Partners will be expected to comply with the following terms and conditions in order to be selected as the Technical Services Partner for the MHIO. Prospective Technical Services Partners that are unable or unwilling to comply with these terms should not respond to this RFP.  Any references to the “Agreement” should be considered references to the services agreement that will be entered into between Technical Services Partner and MHIO.  “Software” and “Services” and any other capitalized terms used in this section which are not otherwise defined in this RFP shall have the meaning assigned to them in the Agreement.

Warranty; Disclaimer of Warranties. 

THE SERVICES WILL BE PERFORMED AND BE PROVIDED IN ACCORDANCE WITH THE PROVISIONS CONTAINED HEREIN, AND AS MUTUALLY AGREED BY THE PARTIES.  THE FOREGOING WARRANTY IS IN LIEU OF, AND, EXCEPT AS EXPRESSLY PROVIDED HEREIN, TECHNICAL SERVICES PARTNER HEREBY EXPRESSLY DISCLAIMS, ALL OTHER WARRANTIES, BOTH EXPRESS AND IMPLIED.  SPECIFICALLY, AND WITHOUT LIMITATION, THERE SHALL BE NO IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR ANY OTHER WARRANTY AS MAY OTHERWISE BE APPLICABLE TO THE SERVICES.

Technical Services Partner Indemnity.  

Technical Services Partner agrees to defend, indemnify and hold MHIO and its officers, directors, employees and agents harmless from and against any and all claims, liabilities, obligations, judgments, causes of actions, costs and expenses (including reasonable attorneys' fees) arising out of or otherwise related to (i) Technical Services Partner’s breach or alleged breach of any representations warranties, conditions, covenants or obligations set forth in this Agreement; or (ii) the Services and/or Software provided pursuant to this Agreement so long as the Services and/or Software is used as set forth herein and applicable standards of good clinical practice, and where the proximate and direct cause of the event giving rise to a claim for indemnification is the negligence of Technical Services Partner, its agents, employees or representatives in designing the Services.  

MHIO Indemnity.  

MHIO agrees to defend, indemnify and hold Technical Services Partner and its officers, directors, employees and agents harmless from and against any and all claims, liabilities, obligations, judgments, causes of actions, costs and expenses (including reasonable attorneys' fees) arising out of MHIO’s use of or access to the Services and/or Software provided pursuant to this Agreement; provided however, that the foregoing indemnity shall not apply if the Services and/or Software have been used as authorized by Technical Services Partner and as set forth herein and applicable standards of good clinical practice, or where the proximate and direct cause of the event giving rise to the claim for indemnification is the negligence or willful misconduct of Technical Services Partner, its agents, employees or representatives.

Intellectual Property Infringement.  

Technical Services Partner shall indemnify and hold MHIO (and any customer or end user) harmless from and against any and all claims that the Services and/or Software, or any part thereof, infringes any third-party patent, trademark, trade dress, copyright, trade secret or similar intellectual property right; provided that, Technical Services Partner shall not be liable for any infringement claim to the extent that (i) the claim is based on MHIO’s promotion or use of Services and/or Software after Technical Services Partner notifies MHIO to discontinue promotion or use due to such claim, (ii) MHIO combines the Services and/or Software with non-Technical Services Partner products, software or equipment in any manner that is not specified under or authorized by this Agreement, if such claim would not have been asserted but for such combination or (iii) MHIO alters or otherwise modifies the Services and/or Software in any way not expressly authorized by Technical Services Partner or hereunder.  .Each party hereto shall give to the other prompt written notice of any such claim.  Technical Services Partner may, after becoming aware of or receiving written notice of any claim by MHIO (for itself or on behalf of any customer or end user), demand, claim, bring suit, effect settlement or take any other action against such third party in order to terminate or resolve such infringement.  MHIO shall provide Technical Services Partner, at Technical Services Partner’s expense, all reasonable assistance in connection with any action that Technical Services Partner may take against third parties.  If, in any such action, an injunction is issued against the further use of any Services and/or Software, or any part thereof, Technical Services Partner will, at its own expense, either (i) procure for MHIO (for itself or on behalf of any customer or end user) the right to continue using said Services and/or Software, (ii) replace the same with a non-infringing Services and/or Software (with equal or greater functionality and at no additional cost to MHIO), (iii) modify it so that it becomes non-infringing (with equal or greater functionality and at no additional cost to MHIO), or (iv) remove such Services and/or Software and refund the license and maintenance fees, plus any maintenance or training fees for maintenance or training not yet rendered by Technical Services Partner, paid to Technical Services Partner or incurred by MHIO for such Services and/or Software.  Notwithstanding anything contained herein to the contrary, in the event Technical Services Partner elects not to pursue or defend any demand or claim, bring suit, effect settlement or take any other action against any third party in order to terminate or resolve such infringement, MHIO shall have the right (but not the obligation) to assume such claim or defense in its sole cost and expense upon MHIO’s consent to be named as a party to such action.

Limitation of Liability.  

EXCEPT WITH RESPECT TO INDEMNITY CLAIMS PURSUANT TO INFRINGEMENT OR BREACH OF CONFIDENTIALITY CLAIMS, IN NO CASE SHALL EITHER PARTY (its parent or subsidiary entities, any affiliates, directors, officers, employees or other agents or representatives) BE LIABLE FOR ANY SPECIAL, INCIDENTAL, PUNITIVE OR CONSEQUENTIAL DAMAGES BASED UPON BREACH OF WARRANTY, BREACH OF CONTRACT, NEGLIGENCE, STRICT TORT, OR ANY OTHER LEGAL THEORY.  SUCH EXCLUDED DAMAGES INCLUDE, BUT ARE NOT LIMITED TO, LOSS OF PROFITS, LOSS OF SAVINGS OR REVENUE, LOSS OF USE OF, OR ACCESS TO, THE SERVICES, COST OF CAPITAL, COST OF ANY SUBSTITUTE EQUIPMENT, FACILITIES OR SERVICES, DOWNTIME, THE CLAIMS OF THIRD PARTIES, AND INJURY TO PROPERTY.  

Technical Services Partner Warranties.  

Technical Services Partner hereby represents and warrants to MHIO that: (i) Technical Services Partner is duly organized and validly existing under the laws of the state of its incorporation, and has full power and authority to enter into this Agreement and to carry out the provisions hereof; (ii) Technical Services Partner is duly authorized to execute and deliver this Agreement and to perform its obligations hereunder; (iii) this Agreement is a legal and valid obligation binding upon Technical Services Partner and is enforceable in accordance with its terms; (iv) the execution, delivery and performance of this Agreement by Technical Services Partner does not conflict with any agreement, instrument or understanding, oral or written, to which it is a party or by which it may be bound, nor violate any law or regulation of any court, governmental body or administrative or other agency having authority over it; (v) each individual furnished by Technical Services Partner to perform services hereunder in connection with the Services and/or Software shall have sufficient skill, knowledge and training to perform such services and the services shall be performed in a professional, workmanlike manner and in accordance with the provisions of this Agreement, and the Services and/or Software shall be developed and implemented in a good and workmanlike manner, meeting or exceeding the industry standards applicable thereto.  Persistent deviations from this warranty shall constitute a material breach hereof; (vi) the Services and Software do not infringe on any third-party patent, trademark, trade dress, copyright, trade secret or similar intellectual property right; and (vii) Technical Services Partner is authorized to or has the right to license or otherwise grant the use of any third party software contained or otherwise incorporated into the Services to MHIO and any authorized customer or end user.

Virus Warranty.  

Technical Services Partner represents, warrants and agrees that Technical Services Partner will not cause any unplanned interruption of the operations of, or accessibility to the Services and/or Software through the delivery of any Services and/or Software, any device, method or means including, without limitation, the use of any “virus”, “lockup”, “time bomb”, or “key lock” device or program, or disabling code, other than the existing licensing key which is already in use at Technical Services Partner, which has the potential or capacity of causing any unplanned interruption of the operations of, or accessibility to the Services and/or Software by MHIO or any authorized customer or end user.  Technical Services Partner represents, warrants and agrees that, through an intentional act or willful misconduct, it has not purposely placed, or, upon discovery, failed to report the existence of any disabling device on or in the Services and/or Software provided to MHIO, or any MHIO or any authorized customer or end user under this Agreement, nor shall Technical Services Partner knowingly permit any subsequently delivered Services and/or Software to contain any disabling device.

Litigation Warranty.  

Technical Services Partner represents, warrants and agrees that as of the Effective Date there are no existing or threatened legal proceedings against Technical Services Partner that would have an adverse affect upon its ability to perform its obligations under this Agreement or its financial condition or operations and further, that MHIO’s use of the Services and/or Software, as contemplated hereby, will not infringe upon, conflict with or violate any third-party patent, trademark, copyright, trade secret or other similar intellectual property right of any other person or party.  In the event that Technical Services Partner has knowledge of or becomes aware of any such existing or threatened legal proceedings, Technical Services Partner shall promptly notify MHIO in writing, including a description of such proceedings.  This obligation shall survive the termination or expiration of this Agreement.

Safeguarding MHIO Data.  

During the Term, Technical Services Partner shall maintain commercially reasonable and industry standard safeguards for data integrity of transmissions as received by or otherwise transmitted to Technical Services Partner from MHIO or any authorized customer or end user; provided, however, that Technical Services Partner shall not be responsible or have liability for data integrity beyond the condition as received by or otherwise transmitted to Technical Services Partner.  Technical Services Partner shall take any and all commercially reasonable actions to guard against the destruction, loss, disclosure or alteration of MHIO Data residing in the Services and/or Software and as necessary to guard against unauthorized access to the MHIO Data.  Access to MHIO Confidential Information or other proprietary data shall be available only through a firewall connection.  Technical Services Partner shall protect against threats that deny service and thus reduce availability of the Services and/or Software by providing mechanisms to protect the transmission facilities, switching components, network management systems and other essential service provider facilities from unauthorized denial-of-service attacks, insider attacks, unauthorized or unexpected user actions, unauthorized intrusions, and other perceived threats.

Data Integrity; Recovery of MHIO Data.  

If any MHIO Confidential Information, proprietary information, PHI or other medical data provided by or on behalf of MHIO (collectively, the “MHIO Data”) to Technical Services Partner is lost or damaged through the use of or while resident in the Services, Technical Services Partner shall assist MHIO in replacing or regenerating such lost or damaged data, and otherwise comply with any data recovery obligations contained herein or as agreed by the parties, without additional charge or expense to MHIO unless such loss or damage is due to a Force Majeure event or the actions of MHIO, in which event MHIO shall bear such charges or expenses.  In addition, Technical Services Partner shall utilize Internet standard encryption technologies and methodologies to provide a secure environment for conducting transactions and/or transferring MHIO Confidential Information and MHIO Data (including, but not limited to the use of appropriate and redundant servers, firewalls and other encryption or security technologies), and Technical Services Partner will perform periodic reviews to identify security risks or breaches of security and take appropriate action to correct any such risks or breaches of security.  Technical Services Partner shall ensure that the Services and/or Software are provided in such a manner that the failure of any single component will not significantly impact the accessibility or security of MHIO’s access to MHIO Data.

HIPAA and HITECH Compliance.  

Technical Services Partner and MHIO acknowledge and agree that the Agreement is subject to the Health Insurance Portability and Accountability Act of 1996, and the implementation regulations thereunder (“HIPAA”) and the Health Information Technology for Economic and Clinical Health Act, and the implementation regulations thereunder (“HITECH”).   Under the Agreement, both parties are responsible for security and privacy compliance and must take advantage of the appropriate security capabilities and measures and adequate data validation, as well as have appropriate policies and procedures in place to minimize or prevent unlawful access by any person who may have access to the entire database (all as more fully set forth herein).  Failure of the Technical Services Partner or its employees, agents, and/or subcontractors to comply with HIPAA and HITECH or to execute any documents concerning HIPAA and HITECH compliance when requested by MHIO shall be a material breach of the Agreement and shall permit MHIO to immediately terminate the Agreement.  MHIO will make the decision whether or not documents will be required and MHIO’s decision shall be final.  Technical Services Partner agrees to the terms of the Business Associate Addendum attached to this Agreement as an Exhibit.  (A form of the Business Associate Addendum is attached to this RFP on Appendix A.).
Availability of Records.  
Until the expiration of four (4) years after the furnishing of services under this Agreement, Technical Services Partner agrees that the Secretary of the Department of Health and Human Services  (the “Secretary”) and the Comptroller General of the United States, or the designee or duly authorized representative of either of them, shall have access to all books and records of Technical Services Partner pertaining to the subject matter of this Agreement and the provision of services under it, in accordance with the criteria presently or hereafter developed by the Department of Health and Human Services as provided in Section 952 of the Omnibus Reconciliation Act of 1980 (the “Act”). Upon request of the Secretary, the Comptroller General, or the designee or authorized representative of either of them, Technical Services Partner shall (at reasonable times and places during normal business hours) make available this Agreement, and all books, documents and records of Technical Services Partner that are necessary to verify the nature and extent of the costs of the services provided by Technical Services Partner furnished in connection with this Agreement.  In the event Technical Services Partner carries out any of the duties of this Agreement through a subcontract with a value of $10,000 or more over a 12-month period with a related individual or organization, Technical Services Partner agrees to include in any such subcontract a clause permitting access by the Secretary, the Comptroller General, and their representatives to the related subcontractor’s books and records.  Notwithstanding the foregoing provisions, the access to the books, records and documents of Technical Services Partner and any related organization provided for herein shall be discontinued and become null and void upon a finding by a court or quasi-judicial body of competent jurisdiction that this Agreement is outside the scope of the regulatory or statutory definition of those contracts and agreements included within the purview of Section 952 of the Act or the rules and regulations promulgated thereunder.  
Use of Services and/or Software after Termination.  

Notwithstanding anything contained herein to the contrary, in the event this Agreement is terminated by MHIO due to a material breach by Technical Services Partner of its obligations hereunder, MHIO (and any existing customer or end user) shall have the option to continue the use and operation of the Services and/or Software (including, without limitation, all other rights set forth herein) for a period of not more than one hundred and eighty (180) days after the effective date of termination or expiration of this Agreement in order to identify and complete the transition to alternative software products; provided, however, Technical Services Partner shall not be obligated to provide any services (including implementation, training or maintenance) in connection therewith.

Source Code.

“Source Code” means (i) the Software, in human intelligible language format; (ii) a complete set of user and development documentation in both hard copy and machine-readable formats (including design specifications, flowcharts, schematics, procedures, job control language statements, annotations, etc.); (iii) a complete list of all items and software required for the development, support or implementation of the Software; (iv) any other commercially unavailable items, material or information necessary for an independent programmer of reasonable skill to develop, maintain or implement the Software or components; and (v) a detailed, comprehensive list of statements of principals of operations.  
Source Code Escrow.  On the Effective Date, Technical Services Partner will establish and maintain throughout the Term, a source code escrow agreement with a nationally-recognized source code escrow agent mutually agreeable to the parties (the “Escrow Agent”), pursuant to the terms of such escrow agent’s standard form escrow agreement, with such changes as may be mutually agreeable to the parties (the “Escrow Agreement”).  Technical Services Partner shall be solely responsible for the fees and expenses of the Escrow Agent.  Technical Services Partner shall deliver and deposit a current version of the Source Code, including any programmer’s notes and the documentation, and shall deliver and deposit all patches, updates, upgrades, versions, enhancements, modifications, releases or any product intended to be the successor to the Software (collectively, with the Software, the “Deposit Materials”) with the Escrow Agent during the Term.  Technical Services Partner shall notify MHIO when it has made the initial (and any additional) deposit to the Escrow Agent and MHIO may request confirmation from Escrow Agent of Escrow Agent’s receipt thereof.  The Escrow Agreement shall authorize the Escrow Agent to release the Deposit Materials held in escrow solely upon (a) Technical Services Partner’s cessation of doing business in the ordinary course without a successor, (b) Technical Services Partner or its successors ceases fulfilling its obligations under this Agreement or (c) Technical Services Partner entering into bankruptcy or insolvency proceedings not dismissed within thirty (30) days from the date of the initial filing, as verified by the Escrow Agent in accordance with the Escrow Agreement.  All Deposit Materials shall be treated as Confidential Information of Technical Services Partner.  Conditioned solely upon release of the Deposit Materials, Technical Services Partner hereby grants to MHIO a non-exclusive right to use and modify the Deposit Materials solely to correct errors in the Deposit Materials in order to enable MHIO to use the Software as authorized by this Agreement.  This provision, and MHIO’s right to use the Deposit Materials and the Software as contemplated by this Agreement shall expressly survive termination hereof.  MHIO shall restrict disclosure of the Deposit Materials to those employees, affiliates or related parties who need to use all or any portion of the Deposit Materials in order to afford MHIO with continued use of the Deposit Materials, which may include modifications thereof.  Subject to the terms and conditions of this Agreement, Technical Services Partner shall retain all right, title and interest in and to the Deposit Materials.

Technical Services Partner represents that:  (i) Technical Services Partner lawfully possesses all Deposit Material provided to the Escrow Agent free of any liens or encumbrances as of the date of their deposit.  Any liens or encumbrances on the Deposit Material made on or after their deposit will not prohibit, limit, or alter the rights and obligations of MHIO or the Escrow Agent under this Contract; (ii) All Deposit Material is readable and useable in its then current form.  If any portion of such Deposit Material is encrypted, the necessary decryption tools and keys to read such material shall be deposited contemporaneously by Technical Services Partner.  

Right to Use Following Release.  Provided that MHIO is current on all payment obligations under the Agreement, MHIO has the right under this Agreement to use the Deposit Materials (and to authorize Technical Services Partner’s use of same) for the sole purpose of continuing the benefits afforded to MHIO by this Agreement and to obtain maintenance services (including to correct errors in, maintain the Software, and compile such corrected source code into executable code).  Notwithstanding the preceding sentence, MHIO shall not have access to the Deposit Materials unless there is a release of the Deposit Materials in accordance with the Agreement.  MHIO shall be obligated to maintain the confidentiality of the released Deposit Materials.
Force Majeure

Neither Technical Services Partner nor MHIO shall be responsible or deemed to be in default of its obligations to the other to the extent any failure to perform or delay in performing its obligations under this RFP is caused by events or conditions beyond the reasonable control of that party, and are not due to the negligence or willful misconduct of such party (hereinafter, “force majeure events”).  For purposes of this RFP, force majeure events shall include but are not limited to, acts of God or public enemy, war, riot or civil commotion, strikes, epidemic, fire, earthquake, tornado, hurricane, flood, explosion, terrorist acts or other catastrophes, or events or conditions due to governmental law, regulations and ordinances, order of a court of competent jurisdiction, executive decree or order.  However, in the event of such delay(s) or nonperformance, the party so delayed shall furnish prompt written notice to the other party (including the date of inception of the force majeure event and the extent to which it will affect performance) and shall undertake all efforts reasonably possible to cure the delay or nonperformance and mitigate its effects or to otherwise perform.  MHIO shall not be responsible for payment for any product or service delayed or foreclosed by any force majeure event unless and until such delayed or foreclosed product.

Joint Ventures or Subcontracts for Products or Services Requested

The Technical Services Partner shall make no contract with any other party for furnishing any of the work or services herein contracted for without the written approval of MHIO.  This provision will not be taken as requiring the approval by MHIO for employment between the Technical Services Partner and employees. 

Furnished Property

No material, labor, or facilities will be furnished by MHIO unless otherwise provided for in this RFP.

8) Reference Documents

All prospective Technical Services Partners are encouraged to review publically available documents which describe Missouri’s strategy for health information exchange and detailed operational plans. These documents provide essential background needed to respond effectively to this RFP. All documents are available at the Missouri Office of Health Information Technology at http://dss.mo.gov/hie/action/index.shtml.

· General information regarding MHIO

· MO-HITECH Health Information Exchange Strategic Plan
· MO-HITECH Health Information Exchange Operational Plan 

· Operational Plan Addendum

· MO-HITECH Request for Information
· Technical Infrastructure and Business & Technical Operations workgroup materials http://www.dss.mo.gov/hie/leadership 

· Use cases (provided within the operational plan)
· Missouri Telehealth Network: http://telehealth.muhealth.org/index.html
· MoBroadbandNow: http://transform.mo.gov/broadband/
Note that this RFP represents MHIO’s most up to date decisions and thinking, so please reference earlier documentation for information, but consider this document as the point of reference where discrepancies exist.

9) Written proposal

This section provides requirements for the format and content for submission of Technical Services Partner written proposals.  

General instructions for written proposal

Follow instructions for each proposal component below and provide clear and detailed responses. MHIO endeavors to efficiently and fairly review all written proposals; therefore, uniformity in proposal structure is critical.  Emphasis in preparing the written proposal should be concentrated on conformance to the RFP instructions, completeness, and clarity of content. Technical Services Partners should not include extraneous information that is not requested in this RFP and elaborate proposals are neither necessary nor desirable. Written proposals that are not presented and submitted in accordance with the requirements of this section are at risk of being rejected. 

If you are collaborating with other organizations to complete the application, one organization must be designated as the lead organization and any partners must be designated as subcontractors. Where the lead organization is not directly providing a service, please be clear which subcontractor is responsible for the service and how the lead organization will assume accountability for delivery of the service. 

Please note the following:

· The total response should not exceed a total of 60 pages, not including letter of intent, transmittal letter, Service Level Agreement response, and appendices as noted in the table below.

· The response should be formatted using a legible font, size 10 or greater, with no less than one inch margins 
· An official authorized to legally bind the Technical Services Partner must sign the proposal 
· A letter of intent should be delivered via email to the procurement project manager, Mark Belanger (mbelanger@maehc.org), in compliance with the schedule of procurement activities.

· Questions may be delivered in writing to the procurement project manager, Mark Belanger (mbelanger@maehc.org), in compliance with the schedule of procurement activities.

· Interested Technical Services Partners may attend  a Question and Answer teleconference on November 23. Invitations with teleconference details will be sent to all Technical Services Partners that submit a letter of intent. 

· A proposal response should be delivered via email to the procurement project manager, Mark Belanger (mbelanger@maehc.org), in compliance with the schedule of procurement activities.

· Note that MHIO has a preference for Technical Services Partners that have systems in production as indicated in the evaluation weighting, however, we are open to reviewing all proposals.

·  for Technical Services Partners that are new to the space providing such providers 
Overview of written proposal components

The following components make up a complete written proposal. Note that a MS Excel template has been provided for several components as noted in the table below. Please respond in the MS Excel template as directed for these components. Also note and adhere to the page limitations for each section.

	Written proposal component
	Response format 
	Page limit

	Letter of Intent
	Standalone Letter
	2

	Transmittal Letter
	Narrative
	NA

	Executive Summary
	Narrative
	5

	Organization information and references
	Narrative
	10

	Proposed statement of work
	Narrative
	30

	Compliance with Federal, State, and Local laws, regulations, requirements, and mandates
	Narrative
	5

	Project staffing narrative
	Narrative
	5

	Pricing narrative
	Narrative
	5

	Service Level Agreement
	Narrative
	NA

	Appendix A: Requirements, Standards, Vocabularies, and PHR Interfaces Grids
	MS Excel Template – Appendix A
	NA

	Appendix B: Price and Cost Information
	MS Excel Template – Appendix B
	NA

	Appendix C: Financial information
	Appendix
	NA

	Appendix D: Resumes
	Appendix
	NA


Figure 11: Written Proposal Components
Letter of intent

A letter of intent should be used to identify a Technical Services Partner and notify MHIO of the Technical Services Partner’s intent to respond to the RFP. Please include contact information to facilitate ongoing communication with your organization, including invitations for the Question and Answer session and all finalist activities. As with all proposal components, a letter of intent is required for Technical Services Partner consideration. Due date for the letter of intent is earlier than the rest of the written proposal as noted in the Schedule of Procurement Activities.

Transmittal letter

A Transmittal Letter written and signed by an official authorized to legally bind the Technical Services Partner is to be included in the proposal.  The Transmittal Letter must include, at a minimum, the following:

· A statement that the person signing this proposal is authorized to make decisions as to the products/services proposed and prices quoted and that he or she has not participated, and will not participate, in any action contrary to the RFP.

· An unequivocal statement which acknowledges and agrees to all of the rights of the MHIO, including the procurement rules and procedures, terms and conditions, and all other rights and terms specified in this RFP.

· A statement of the Technical Services Partner’s willingness to enter into an agreement with the MHIO, which includes a reference to the RFP terms and conditions.

· The Technical Services Partner’s federal tax identification number.

· A statement that the proposal was developed without collusion with any other Technical Services Partner or entity.

· The Technical Services Partner’s assurance that the proposal will remain in full force and effect for at least 270 days from the proposal due date specified in the RFP schedule.

· A statement certifying that all pricing information presented as part of the proposal is in U.S. dollars and that all required cost information is enclosed.

· A statement from the Technical Services Partner verifying that the applicable software products and services for this project meet the Missouri IT Accessibility Standard available at http://oa.mo.gov/itsd/cio/standards/ITGS0003.pdf 

· The name and telephone number of the Technical Services Partner’s representative who may be contacted for all contractual matters.

· If the use of subcontractor(s) is proposed, a statement within the prime Technical Services Partner transmittal letter specifying the scope and percentage of work to be performed by each subcontractor (measured as a percentage of the total agreement price), and identification of each subcontractor by name, address, and telephone number.  Each subcontractor, in turn, shall sign and submit a separate Transmittal Letter, by an individual authorized to legally bind the subcontractor, stating agreement to all terms in this RFP.

Executive summary

Please submit an Executive Summary to highlight the contents of the proposal, to provide the MHIO Selection Committee with a broad understanding of the Technical Services Partner’s proposal, and to provide points of differentiation relative to competitors.

Organization information and references

Experience summary table

Provide a summary table to highlight your organization’s HIE projects. (Table format is at your discretion.) Please provide the following information for up to 10 of your organization’s HIE projects:

· Project Name

· Customer Name – Note, de-identified customer names are acceptable where necessary

· Description: Short description of the HIE project and your organization’s role.

· Launch Date: Start of contract period for project

· Production Date: Start of operational period with live customers and information flow

· Number of Organizations Connected: Approximate number of organizations connected directly or indirectly via your system for each project.

· Number of Physicians Connected: Approximate number of Physicians connected directly or indirectly via your system for each project.

· Customer contact name and contact information (Note: These customers may be contacted as references should your organization be chosen as a finalist. In the case that your organization is selected as a finalist, you may inform references that MHIO may contact them in the late December, early January timeframe. Technical Services Partners will be responsible for obtaining permission for MHIO to contact the reference. )

Experience narrative

Provide a narrative that describes previous work that is similar in size, scope, and complexity to the scope of work requested in this RFP. List Technical Services Partner and subcontractor experience separately and clearly articulate which organization(s) performed each project. 

In addition to addressing your experience with the services and components described in the scope of work, please describe additional experience in the following areas: 

· Managing simultaneous contracts and HIE implementations

· Leading and participating in complex multi-stakeholder initiatives

Organization information

Please provide the following information regarding your lead organization and any prospective sub-contractors for this project:

· Full company or corporate name(s) and addresses. Also note the number and locations of data centers.

· Description of how the entity is organized (e.g. proprietorship, partnership, corporation)

· State in which the Technical Services Partner is incorporated or otherwise organized to do business.

· Length of time in business

· If any change in ownership or control of the Technical Services Partner (or parent company) is anticipated during the 12 months following the proposal due date, describe the circumstances of such change and indicate when the change will likely occur. (We are not requesting sharing of confidential information regarding this point.)

· Description of any relationships the Technical Services Partner, or its subcontractors, may have or have had with MHIO, the MHIO Advisory Board, or the Statewide HIE Coalition over the last 24 months prior to the due date for submitting a proposal.  If no such relationships exists, then so declare.

· If the Technical Services Partner, or its predecessor, or any subcontractor in the Technical Services Partner’s proposal has contracted with the MHIO, or the MHIO Advisory Board, identify the contract number and/or any other information available to identify such contract(s).  If no such contracts exist, then so declare.

· If any party named in the proposal is or was an employee of the State of Missouri or a member of the MHIO or the MHIO Advisory Board within the past 12 months prior to the deadline date of the proposal, identify the individual(s) by name, state agency by which employed, job title or position held with the state, and separation date.  If no such relationship exists, then so declare.

· If any employee of any agency of the State of Missouri or member of the MHIO or the MHIO Advisory Board, is employed by the Technical Services Partner, or is a subcontractor to the Technical Services Partner as of the due date for proposal submission, identify all such persons by name, position held with the Technical Services Partner, and position held with the Missouri organization/agency (including job title and agency).

· Describe the responsibilities of such persons within the proposing organization.  If, after review of this information by the MHIO, it is determined that a conflict of interest exists or may exist, the Technical Services Partner may be disqualified from further consideration.  If no such relationship exists, then so declare.

· If the Technical Services Partner, or any proposed subcontractor, has had a contract terminated for default during the past three years, all such instances must be described as required below.  Termination for default is defined as notice to stop performance due to the Technical Services Partner’s nonperformance or poor performance.

· Submit full details of all terminations for default experienced by the Technical Services Partner, or any proposed subcontractor, during the past 36 months prior to the due date of this proposal, including the other party’s name, address and telephone number.  The response to this subsection must present the Technical Services Partner’s position on the matter.

· If no such terminations for default have been experienced in the past three years, then so declare.

· If at any time during the past three years, the Technical Services Partner has had a contract terminated for convenience, nonperformance, non-allocation of funds, or any other reason, which termination occurred before completion of all obligations under the initial contract provisions, describe fully all such terminations including the name and address of the other contracting party and the circumstances surrounding the termination.

· If no such early terminations have occurred in the past three years prior to the deadline for proposals for this RFP, then so declare.

Proposed statement of work

Provide a statement of work that proposes your solution to delivering all services and system components outlined in the scope of work section of this RFP. Statement of work should be aligned with the timelines and phasing proposed in the scope of work section. Assume a 4 year project period. Assumptions should be built upon the background information provided and may be noted as such.

Compliance with Federal, State, and Local laws, regulations, requirements, and mandates including Privacy and Security

Describe how your organization(s) will identify and comply with Federal, State, and Local laws, regulations, requirements, and mandates. Describe in detail their proposed security architecture, how security is implemented in the product, and how security is applied at the presentation, integration, services and data layers. Note ability to comply with federal and state laws, regulations and rules related to the security and privacy of health information. Describe in detail how compliance is achieved and how updates are incorporated to reflect changes in federal and state laws, regulations and rules. 

Project staffing narrative

Provide information regarding the project leadership team including a project organization chart and a brief description of each role and the name of the individual that is expected to fill the role. For lead organizations that propose working with sub-contractors, please explain how the team is to be structured and define accountability and reporting relationships. 

Please include resumes for all named staff in Appendix D.

Pricing narrative

Provide a pricing narrative that assumes a 4 year project period and includes prices and any supporting explanation for the following:

· Phase 1: Please provide pricing detail for the delivery of all phase 1 components and services as described in the RFP Scope of Work section and reflected in your Statement of Work response. Background information and implementation timelines have been provided in the Scope of Work sections to assist you with a pricing estimate. 

· Phase 2: Please provide pricing detail for the delivery of all phase 2 components and services as described in the Scope of Work section and reflected in your Statement of Work response. Please price phase 2 components with “standalone” estimates so MHIO may pick and choose components for future planning exercises.

· Planning and operations components: Please provide pricing detail for the delivery of all planning and operations components as described in the Scope of Work section and reflected in your Statement of Work response. Please price planning and operations components with “standalone” estimates so MHIO may pick and choose components for future planning exercises.
MHIO is exploring multiple pricing models including:

· Upfront software license purchase with ongoing maintenance and support fees

· Subscription pricing model with even payment streams over the contract period 

We are interested to understand the pricing models your organization is willing to entertain. We are specifically looking for a model that is aligned with the MHIO sustainability model in which Federal stimulus funding under the ARRA is available in the near term with a rapid shift to a model that relies upon State and private sources of funding in the coming years. The pricing models proposed will help inform MHIO’s sustainability model and we are seeking a Technical Services Partner that can understand MHIO’s situation and offer appropriate pricing solutions.

Note any available discounts (e.g., for longer term contracts).

Please fill out the pricing tab provided in the MS Excel template to support the pricing narrative (Instructions provided in the Appendix B section). The completed MS Excel template should be included as Appendix B of your response.

Note: Prices are not final and may be revisited in a “best and final offer” and/or final negotiations as part of the contracting phase with a Technical Services Partner finalist.

Note: For multi-year pricing, an escalation clause will be considered. Proposals containing an escalation clause will prohibit escalation for the first twelve months of the contract period, and will require written confirmation from the Technical Services Partner / service provider indicating the exact percentage of increase as well as the effective date of such increase. Any price increases for a subsequent contract year will be provided to MHIO by the end of month 9 of the current year. MHIO reserves the right to accept said escalation or to cancel the contract for such item or items as are affected.
Service level agreement (SLA)
Note your agreement to meet or exceed the service levels presented below. MHIO is interested in understanding your approach to SLAs and will consider suggestions regarding managing and controlling service delivery and its inherent risks. The Certified Integrated EHR Solution component likely has different service level requirements since this component requires storage of data. Please suggest separate service levels for this component. 
· Availability (per year): 99.9% = ~8.76 hrs downtime

· Performance – response time to key transactions: 2 seconds

· Business Continuity: Redundant Site Hosting required

· Recovery Time: 48 hours

· Recovery Point: 1 day

Written proposal appendix A: Requirements, Standards, Vocabularies, and PHR Interfaces Grids 

Provide information regarding your organization’s ability to meet requirements, standards, vocabularies, and PHR interfaces in the MS Excel Template provided. Information should be entered into the following tabs:

· Requirements Grid: 

· Standards Grid

· Vocabularies Grid

· PHR Interfaces Grid

Requirements Grid

This grid will be used to efficiently assess alignment between Technical Services Partner capabilities and MHIO’s initial list of requirements. Use of the grid will allow a Technical Services Partner to indicate current ability to meet a given requirement or plans for when the Technical Services Partner will meet the requirement. 

For each requirement, answer by filling out one of the following columns plus any comments that will help clarify your response:

· Fully Meets Requirement with current product/service: By indicating “Yes” in this column, you acknowledge that your current product/service meets a given requirement. Include a reference to the project site(s) where this requirement is currently being met within the “comments” field.

· Will Meet in future version:  By indicating a “release date” in this column, you acknowledge that your current product/service does not meet a given requirement and that this requirement is to be met in a pending and scheduled release.

· Not currently in product roadmap, but can and will commit to build: By indicating “Yes” in this column, you acknowledge that your current product/service does not meet a given requirement and that you will commit to meet this requirement should you be engaged as MHIO’s technology partner.

· Cannot commit at this time: By indicating “Yes” in this category, you acknowledge that your current product/service does not meet a given requirement and that you will not commit to meet this requirement should you be engaged as MHIO’s technology partner.

Standards grid

This grid will be used to efficiently assess the standards to which a Technical Services Partner is adhering or plans to adhere. Use of the grid will allow a Technical Services Partner to indicate current ability to adhere to a given standard or plans for when the Technical Services Partner will adhere to the standard. We recognize that many standards are still emerging and prone to change so please answer as precisely as you can, using the comments field to explain your response where needed.

For each requirement, answer by filling out one of the following columns plus any comments that will help clarify your response:

· Fully Meets Standard with current product/service: By indicating “Yes” in this column, you acknowledge that your current product/service meets a given standard as it currently stands.

· Will Meet in future version:  By indicating a “release date” in this column, you acknowledge that your current product/service does not meet a given standard and that this standard is to be met in a pending and scheduled release.

· Not currently in product roadmap, but can and will commit to build: By indicating “Yes” in this column, you acknowledge that your current product/service does not meet a given standard and that you will commit to meet this standard should you be engaged as MHIO’s technology partner.

· Cannot commit at this time: By indicating “Yes” in this category, you acknowledge that your current product/service does not meet a given standard and that you will not commit to meet this standard should you be engaged as MHIO’s technology partner.

Vocabularies grid

This grid will be used to efficiently assess your ability to translate one vocabulary to another. Use of the grid will allow a Technical Services Partner to indicate current ability to translate one vocabulary to another or plans for when the Technical Services Partner will have the capability to translate one vocabulary to another.

Fill out a row for each of your current and planned vocabulary translation capabilities. Include:

· Vocabularies translating from

· Vocabularies translating to

· In Production (Yes/No)

· Product Version #

· If in production, specify release date (Date of release into base product)

· If not in production, indicate planned release date. (Scheduled release date into base product)
PHR interfaces grid

This grid will be used to efficiently assess your ability to interface with a personal health record (PHR) provider. Use of the grid will allow a Technical Services Partner to indicate current ability to interface with a PHR provider or plans for when the Technical Services Partner will have the capability to interface with a PHR provider.

Fill out a row for each of your current and planned PHR provider interfaces. Include:

· Name of Personal Health Record (PHR) provider/product
· Version of PHR  product
· Interface Standard(s) Used in Base Product to Connect to PHR Product (Provide name of standard in use and the version(s))

· If in production, specify release date (Date of release into base product)

· If not in production, indicate planned release date. (Scheduled release date into base product)
Written proposal appendix B: Price and Cost Information

Provide information regarding your price and cost information in the MS Excel Template provided. Assume a 4 year project period. Information should be entered into the following tabs:

· Pricing

· Detailed Budget-One Time Costs

· Detailed Budget-Operating Costs

· Budget Roll-up

· Personnel Rates

Pricing

Information in the pricing tab should support the pricing narrative for phase 1 and phase 2. In this tab, define the price components for your proposed pricing model including the following columns:

· Pricing Item (e.g., Subscription fee)

· Description (e.g., “Fee charged for x, y, and z services)

· Unit Definition (e.g., Qualified Organization)

· # Units (e.g., 44)

· Unit Price (e.g., $100)

· Time Period (assume an annual for consistency)

· Price calculation fields

· Price: Calculation of “# Units” * “Unit Price”

We recognize that there is great variation in the way each Technical Services Partner presents pricing. Still, we have the challenge of understanding your costs quickly and ask that you work within the structure of the spreadsheet provided. If you would like to provide pricing worksheets in addition to the appendix B pricing templates, you may do so.
Detailed Cost Breakdown

Please provide a cost breakdown to support your pricing proposal. The detailed budget will be used to gain a better understanding of your pricing model, assess the amount of new development required should you be selected for this project, and gain a better understanding of the completeness and maturity of your approach.

Budget information is to be collected in 3 tabs within the Appendix B template

· Detailed Budget-One Time Costs: This tab is for estimating “setup” or “one-time” costs (e.g., New development that may be required to develop a Consent Management rules engine). Costs may be entered into the yellow cells of this tab.

· Detailed Budget-Operations Costs: This tab is for ongoing costs (e.g., Costs associated with operating a hosting site). Costs may be entered into the yellow cells of this tab.

· Budget Rollup: This tab provides totals based upon the other 2 tabs. Please do not enter data directly into this tab.

The budgets themselves are segmented into the services that have been detailed in the Scope of Work section of the RFP. Note: Hosting and Ongoing Development components are broken out across all service components in Appendix B

We recognize that there is great variation in the way each Technical Services Partner tracks and estimates costs. Still, we have the challenge of understanding your costs quickly and ask that you work within the structure of the spreadsheet provided. Please provide cost items for each service. You may use the cost items provided, or add your own using the “other” cost item row provided and specifying the cost item. Please do not alter columns or totals fields but feel free to insert additional rows as needed. If you would like to provide cost worksheets in addition to the appendix B cost templates, you may do so.
Note: Technical Services Partners are solely responsible for the accuracy of the information submitted and should check all data and formulas for accuracy.

Personnel Rates

Please provide information regarding your organization’s personnel rates for this project. Personnel rates may be presented by position or by individual name. Please provide 7 years of rates and identify any logic used to change rates year over year. Once a finalist Technical Services Partner and MHIO have agreed upon rates through the negotiation process, these rates will be used for any add-on quotes between the Technical Services Partner and MHIO, helping to expedite any contract addendums. All rates will be subject to periodic review relative to the market.

Written proposal appendix C: Financial information

Please include the following documents in this appendix for the lead organization and for any proposed subcontractor whose portion of work is expected to equal or exceed 20% (measured as percentage of total contract price):

· Most recent annual report and 10K form
· Audited financial statements (Income Statement, State of Cash Flows, and Balance Sheet) for most recent year, including the opinion of certified, independent public accountant
· For firms that are a subsidiary, include corresponding financial information of parent company

· Current Dun and Bradstreet Comprehensive Insight Plus Report on the corporate entity and the most recent independent audit report to demonstrate financial stability.  In the event a Technical Services Partner is either substantially or wholly owned by another corporate entity, include the same for the parent organization and a statement that the parent will unconditionally guarantee performance by the Technical Services Partner in each and every term, covenant, and condition of such contract as may be executed by the parties.

· Bankruptcies filed
· Current  litigation issues and litigation in last 5 yrs
· Anticipated projects (committed) in next 12 to 18 months with revenues over $100K

Written proposal appendix D: Resumes

Provide resumes for all named staff in Appendix D.

10) Appendix A: Vendor Business Associate Agreement

VENDOR BUSINESS ASSOCIATE AGREEMENT

This vendor Business Associate Agreement (this “Agreement”) is made and entered into by and between Missouri Health Information Organization (“MHIO”) and ______________ (“Vendor”) as of the ___ day of __________, 20__ (the “Effective Date”). The services provided by Vendor to MHIO may involve the use and disclosure of health information that is protected by federal law as defined below (“PHI”). Therefore, the parties desire to enter into this Agreement in order to set forth the obligations regarding the PHI.  Vendor acknowledges that MHIO functions as a “Business Associate” to its “Covered Entity” participants (the “Participants”) (both terms as defined by HIPAA). Consequently, MHIO must contractually obligate Vendor to abide by the terms set forth herein.

1.
Definitions.
· Breach. “Breach” shall have the meaning set forth at 45 C.F.R. §  164.402.
· Electronic Health Record. “Electronic Health Record” shall mean an electronic record of health-related information on an Individual that is created, gathered, managed, and consulted by authorized health care clinicians and staff.

· Electronic PHI. “Electronic PHI” shall have the same meaning as the term “electronic protected health information” at 45 C.F.R. § 160.103, limited to the information created or received by Vendor from or on behalf of MHIO. 

· HIPAA. “HIPAA” shall mean the Health Insurance Portability and Accountability Act of 1996, as amended, and the implementation regulations thereunder, including without limitation the HITECH Standards (as defined below), and all future regulations promulgated thereunder.

· HIPAA Rules. “HIPAA Rules” means the Privacy Rule (as defined below) and the Security Rule (as defined below).

· HITECH Standards. “HITECH Standards” means Subtitle D of the Health Information Technology for Economic and Clinical Health Act (“HITECH”), found at Title XIII of the American Recovery and Reinvestment Act of 2009, and any regulations promulgated thereunder, including all amendments to the HIPAA Rules. 

· Individual. “Individual” shall have the same meaning as the term “individual” at 45 C.F.R. § 160.103, and any amendments thereto, and shall include a person who qualifies as a personal representative in accordance with 45 C.F.R. § 164.502(g). 

· Privacy Rule. “Privacy Rule” means the Standards for Privacy of Individually Identifiable Health Information at 45 C.F.R. Part 160 and Part 164. 

· Protected Health Information. “Protected Health Information” or “PHI” shall have the same meaning as the term “protected health information” at 45 C.F.R. § 160.103, and any amendments thereto, limited to the information created or received by Vendor from or on behalf of MHIO. 

· Required By Law. “Required By Law” shall have the same meaning as the term “required by law” at 45 C.F.R. § 164.103. 

· Secretary. “Secretary” shall mean the Secretary of the Department of Health and Human Services or his/her designee. 
· Security Incident. “Security Incident” shall have the same meaning as the term “security incident” at 45 C.F.R. § 164.304. 

· Security Rule. “Security Rule” shall mean the Security Standards for the Protection of Electronic Protected Health Information at 45 C.F.R. Part 160, 162, and 164. 

· Unsecured PHI.  “Unsecured PHI” means PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized persons through the use of a technology or methodology specified by the Secretary in accordance with the HITECH Standards.

· Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in the Privacy Rule, the Security Rule, the HITECH Standards or any future regulations promulgated or guidance issued by the Secretary thereunder.

2.
Ownership of PHI.
Vendor acknowledges that all right, title and interest in and to any PHI furnished to Vendor vests solely and exclusively with MHIO, the Participants, or the Individual to whom such PHI relates. 

3.
Obligations and Activities of Vendor.
a) Vendor agrees to not use or disclose PHI other than as permitted or required by this Agreement, any underlying agreement between the parties or as Required By Law. 

b) Vendor will make reasonable efforts to the extent practicable, to limit requests for and the use and disclosure of PHI to a Limited Data Set (as defined in 45 C.F.R. §  164.514(e)(2)) or, if needed by Vendor, to the minimum necessary PHI to accomplish the intended purpose of such use, disclosure or request, and as applicable, in accordance with the regulations and guidance issued by the Secretary on what constitutes the minimum necessary for Vendor to perform its obligations to MHIO under this Agreement or as Required By Law.

c) Vendor agrees to use appropriate safeguards to prevent use or disclosure of the PHI other than as provided for by this Agreement. 

d) Vendor agrees to implement administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of Electronic PHI that it creates, receives, maintains or transmits on behalf of MHIO.  Vendor shall abide by the Security Standards for the Protection of Electronic PHI at 45 C.F.R. Subpart C, specifically the Administrative Safeguards at 45 C.F.R. § 164.308, the Physical Safeguards at 45 C.F.R. § 164.310, the Technical Safeguards at 45 C.F.R. § 164.312, and the policies and procedures and documentation requirements at 45 C.F.R. § 164.316, in the same manner such provisions apply to MHIO and the Participants.
e) Vendor agrees to mitigate, to the extent practicable, any harmful effect that is known to Vendor of a use or disclosure of PHI by Vendor in violation of the requirements of this Agreement. 

f) Vendor agrees to report to MHIO any use or disclosure of the PHI not provided for by this Agreement of which it becomes aware. To the extent that Vendor creates, receives, maintains or transmits Electronic PHI, Vendor agrees to report promptly to the MHIO any Security Incident, as determined by Vendor, involving PHI of which Vendor becomes aware. At the request of MHIO, Vendor shall identify the date of the Security Incident, the scope of the Security Incident, Vendor’s response to the Security Incident and the identification of the party responsible for causing the Security Incident, if known.

g) Following Vendor’s discovery of a use or disclosure of Unsecured PHI that is not provided for by this Agreement, Vendor shall promptly perform a risk assessment to determine whether the use or disclosure qualifies as a Breach.  Following such risk assessment, Vendor shall notify MHIO of the Breach without unreasonable delay, and in no event later than ten (10) calendar days after Vendor, or any of its employees or agents, discovered the Breach. Such notification shall include, to the extent possible, the identification of each Individual whose Unsecured PHI has been, or is reasonably believed by Vendor to have been, accessed, acquired, used, or disclosed during the Breach and any other information available to Vendor about the Breach which is required to be included in the notification of the Breach provided to the Individual in accordance with 45 C.F.R. §164.404(c).   A Breach of Unsecured PHI shall be treated as discovered as of the first day on which such Breach is known to Vendor or should have be known to Vendor by exercising reasonable diligence.
h) Vendor agrees to ensure that any agent, including a subcontractor, to whom it provides PHI received from, or created or received by Vendor on behalf of MHIO, agrees to the same restrictions and conditions that apply through this Agreement to Vendor with respect to such information. Moreover, Vendor agrees to ensure any such agent or subcontractor agrees to implement reasonable and appropriate safeguards to protect Electronic PHI. 

i) Vendor agrees to provide access, at the request of MHIO or a Participant, and in a time and manner mutually acceptable to Vendor, the Participant and MHIO, as applicable, to PHI in a Designated Record Set, to MHIO or the Participant, as directed by MHIO or the Participant to an Individual in order to meet the requirements under 45 C.F.R. § 164.524.   If Vendor uses or maintains PHI in an Electronic Health Record, Vendor must provide access to such information in an electronic format if so requested by an Individual.  Any fee that Vendor may charge for such electronic copy shall not be greater than Vendor’s labor costs in responding to the request.

j) Vendor agrees to make any amendment(s) to PHI in its possession contained in a Designated Record Set that the MHIO or a Participant directs or agrees to pursuant to 45 C.F.R. § 164.526 at the request of MHIO, a Participant or an Individual, and in the time and manner mutually acceptable to Vendor, the Participant and MHIO, as applicable. 

k) Vendor agrees to document such disclosures of PHI and information related to such disclosures as would be required for MHIO and a Participant to respond to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528.   As of the compliance date set forth in the regulations promulgated under HITECH or as otherwise determined by the Secretary, in addition to the accounting of disclosure obligations required under 45 C.F.R. § 164.528, Vendor shall account for all disclosures of PHI made through an Electronic Health Record for treatment, payment, and health care operations activities in accordance with the HITECH Standards and any future regulations promulgated thereunder.

l) Within ten (10) business days (or such other date that Vendor and MHIO may reasonably agree upon) of receiving written notice from MHIO that MHIO has received a request for an accounting of disclosures of PHI from a Participant or Individual, Vendor agrees to provide to MHIO information collected to permit MHIO to make the accounting required in accordance with 45 C.F.R. § 164.528. 

m) Vendor agrees to make its internal practices, books, and records, including policies and procedures, relating to the use and disclosure of PHI received from, or created or received by Vendor on behalf of, MHIO, available to MHIO, a Participant or to the Secretary for purposes of determining MHIO’s and a Participant’s compliance with the Privacy Rule.

n) Vendor shall not engage in any marketing activities or communications with any Individual unless such marketing activities or communications are allowed by the terms of this Agreement or a separate underlying agreement between the parties, and are made in accordance with the HITECH Standards or any future regulations promulgated thereunder. Notwithstanding the foregoing, any payment for marketing activities shall be made in accordance with the HITECH Standards or any future regulations promulgated thereunder.  

o) Vendor shall not receive remuneration, directly or indirectly, in exchange for any PHI, unless so allowed by the terms of this Agreement or a separate underlying agreement between the parties and in accordance with the HITECH Standards and any future regulations promulgated thereunder.

4.
General Use and Disclosure Provisions.

Except as otherwise limited in this Agreement,

a) Vendor reserves the right to use PHI for the proper management and administration of Vendor, to carry out the legal responsibilities of Vendor, or to provide data aggregation services relating to the health care operations of a Participant on behalf of MHIO.

b) Vendor may use or disclose PHI to perform functions, activities, or services for, or on behalf of, MHIO or a Participant provided that such use or disclosure would not violate the Privacy Rule if done by MHIO or a Participant. 

c) Vendor may disclose PHI in its possession for the proper management and administration of Vendor, provided that disclosures are Required by Law, or Vendor obtains reasonable assurances from the third party to whom the information is disclosed that such PHI will be held confidentially and used or further disclosed only as Required By Law or for the purpose for which it was disclosed to the third party, and the third party notifies Vendor of any instances of which it is aware in which the confidentiality of the PHI has been breached.

5.
Obligations of MHIO.
a) MHIO shall notify Vendor upon its receipt of notice of any limitation(s) in a Participant’s notice of privacy practices in accordance with 45 C.F.R. § 164.520, to the extent that such limitation may affect Vendor’s use or disclosure of PHI. 

b) MHIO shall notify Vendor upon its receipt of notice from a Participant of any changes in, or revocation of, permission by an Individual to use or disclose PHI, to the extent that such changes may affect Vendor’s permitted or required use or disclosure of PHI. 

c) MHIO shall notify Vendor upon its receipt of notice from a Participant of any restriction to the use and/or disclosure of PHI which a Participant has agreed to in accordance with 45 C.F.R. § 164.522, to the extent that such restriction may affect Vendor’s use or disclosure of PHI. 

6.
Permissible Requests by MHIO.
MHIO shall not request Vendor to use or disclose PHI in any manner that would not be permissible under the Privacy Rule or the Security Rule if done by MHIO. 

7.
Term and Termination.
a) Term. The term of this Agreement shall commence on the Effective Date, and shall terminate when all of the PHI provided by MHIO to Vendor, or created or received by Vendor on behalf of MHIO, is destroyed or returned to MHIO, or, if it is not feasible to return or destroy the PHI, protections are extended to such information, in accordance with the termination provisions in this Section. 

b) Termination for Cause. Upon either party’s knowledge of a material breach by the other party, the non-breaching party shall either: 

i)  Provide an opportunity for the breaching party to cure the breach or end the violation and terminate this Agreement if the breaching party does not cure the breach or end the violation within the time specified by the non-breaching party; 

ii)  Immediately terminate this Agreement if the non breaching party has breached a material term of this Agreement and cure is not possible; or 

iii)  If neither termination nor cure is feasible, the non-breaching party shall report the violation to the Secretary and/or the Participant. 

c) Effect of Termination. 

i)  Except as provided in paragraph (ii) of this Section, upon termination of this Agreement, for any reason, Vendor shall return or destroy all PHI received from MHIO, or created or received by Vendor on behalf of MHIO. This provision shall apply to PHI that is in the possession of subcontractors or agents of Vendor. Vendor shall not retain copies of the PHI. 

ii)  In the event that returning or destroying the PHI is not feasible, Vendor shall provide to MHIO notification of the conditions that make return or destruction not feasible. Upon determination that return or destruction of PHI is not feasible, Vendor shall extend the protections of this Agreement to such PHI and limit further uses and disclosures of such PHI to those purposes that make the return or destruction not feasible, for so long as Vendor maintains such PHI. 

8.
Miscellaneous. 

a) Regulatory References.  A reference in this Agreement to a section in the Privacy Rule or the Security Rule means the section as in effect or as amended, and for which compliance is required.

b) Amendment. No change, amendment, or modification of this Agreement shall be valid unless set forth in writing and agreed to by both parties.  Notwithstanding the foregoing, the parties acknowledge that state and federal laws relating to electronic data security and privacy are rapidly evolving and that amendment of this Agreement may be required to ensure compliance with such developments.  The parties specifically agree to take such action as may be necessary from time to time as is necessary for the parties to comply with the requirements of HIPAA. MHIO shall provide written notice to Vendor to the extent that any final regulation or amendment to final regulations promulgated by the Secretary under HITECH requires an amendment to this Agreement to comply with HIPAA. Such written notice shall include the proposed language of such amendment that is required by any such final regulation and the Agreement shall be automatically incorporate the changes set forth in the notice provided by MHIO to Vendor, unless the Vendor objects to such amendment in writing within fifteen (15) days of receipt of such written notice. In the event that the Vendor objects timely to such amendment, the parties shall work in good faith to reach agreement on an amendment to the Agreement that complies with the final regulations. If the parties are unable to reach agreement regarding an amendment to the Agreement within thirty (30) days of the date that MHIO receives any written objection from the Vendor, MHIO may terminate this Agreement upon ninety (90) days written notice to Vendor.
c) Survival. The respective rights and obligations of Vendor under Section 7 of this Agreement shall survive the termination of this Agreement, unless expressly stated otherwise. 

d) Interpretation. Any ambiguity in this Agreement shall be resolved to permit MHIO and Vendor to comply with HIPAA. 

e) Notice. Any notice, report or other communication required under this Agreement shall be in writing and shall be delivered personally, telegraphed, emailed, sent by facsimile transmission, or sent by U.S. mail. 

f) Governing Law. The rights, duties and obligations of the parties to this agreement and the validity, interpretation, performance and legal effect of this agreement shall be governed and determined by applicable federal law with respect to the Privacy Rule and the Security Rule and otherwise by the laws of the State of Missouri. 
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